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AVNACHAUNCPINAN Certain versions of Chrome from Google contain the following
vulnerability:

The SPDY protocol 3 and earlier, as used in Mozilla Firefox, Google
Chrome, and other products, can perform TLS encryption of
compressed data without properly obfuscating the length of the
unencrypted data, which allows man-in-the-middle attackers to obtain
plaintext HTTP headers by observing length differences during a series
of guesses in which a string in an HTTP request potentially matches an unknown string in an
HTTP header, aka a "CRIME" attack.

CVE-2012-4930 has been assigned by [J] cve@mitre.org to track the vulnerability
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Partners crime-attack.html

CRIME: Information Leakage Attack against @ MISC

SSL/TLS | Qualys Security Labs | Qualys community.qualys.com/blogs/securitylabs/2012/09/14/crime-
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Requests as Side Channel to Hijack Secure compression-ratio-tls-requests-side-channel-hijack-secure-
Sessions | threatpost sessions-091312

[security-announce] SUSE-SU-2012:1351-1: 9 SUSE SUSE-SU-2012:1351

important: Security update for

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome All All All All
Application Google Chrome All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All

No vendor comments have been submitted for this CVE
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