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Summary

CVE CVE-2012-4951

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-15 11:58:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Multiple SQL injection vulnerabilities in terminal/paramedit.aspx in VeriFone VeriCentre Web Console before 2.2 build 36 allow remote attackers to execute arbitrary SQL commands via the (1) TerminalId, (2) ModelName, or (3) ApplicationName parameter.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Verifone Vericentre Web Console 2.0 All All All

Application Verifone Vericentre Web Console 2.0.1 All All All

Application Verifone Vericentre Web Console 2.0 All All All

Application Verifone Vericentre Web Console 2.0.1 All All All

Application Verifone Vericentre Web Console All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Page not found – Clear Skies Security MISC www.clearskies.net

504 Gateway Time-out BID www.securityfocus.com

US-CERT Vulnerability Note VU#180091 - VeriCentre web application SQL injection vulnerability CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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