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CVE-2012-4954

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-4954

PUBLIC

cert@cert.org

CVE Program / NVD first with legacy fallback
2012-11-1511:58:00 UTC

2020-06-04 13:16:00 UTC

The edit-profile page in Vanilla Forums before 2.1a32 allows remote authenticated users to modify arbitrary profile settings

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Vanillaforums Vanilla 2.0.0 All All All
Vanillaforums Vanilla 2.0.1 All All All
Vanillaforums Vanilla 2.0.10 All All All
Vanillaforums Vanilla 2.0.11 All All All
Vanillaforums Vanilla 2.0.12 All All All
Vanillaforums Vanilla 2.0.13 All All All
Vanillaforums Vanilla 2.0.14 All All All
Vanillaforums Vanilla 2.0.15 All All All
Vanillaforums Vanilla 2.0.16 All All All
Vanillaforums Vanilla 2.0.16.1 All All All
Vanillaforums Vanilla 2.0.17 All All All
Vanillaforums Vanilla 2.0.17.1 All All All
Vanillaforums Vanilla 2.0.17.10 All All All
Vanillaforums Vanilla 2.0.17.2 All All All
Vanillaforums Vanilla 2.0.17.3 All All All
Vanillaforums Vanilla 2.0.17.4 All All All
Vanillaforums Vanilla 2.0.175 All All All
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References

Reference

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

Vanilla Forums CVE-2012-4954 Parameter Manipulation Security Bypass Vulnerability

Source

XF

BID

Vulnerability Note VU#611988 - Vanilla Forums version 2.1.a26 contains a parameter manipulation vulnerability = CERT-VN

CVE.ORG

NVD

Link
www.kb.cert.o
exchange.xfor
www.securityfi
Www.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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