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Summary

CVE CVE-2012-4960

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-20 15:55:00 UTC

Updated 2013-08-22 03:59:00 UTC

Description The Huawei NE5000E, MA5200G, NE40E, NE80E, ATN, NE40, NE80, NE20E-X6, NE20, ME60, CX600, CX200, CX300, ACU, WLAN AC 6605, S9300, S7700, S2300, S3300, S5300, S3300HI, S5300HI, S5306, S6300, S2700, S3700, S5700, S6700, AR G3, H3C AR(OEM IN), AR 19, AR 29, AR 49, Eudemon100E, Eudemon200, Eudemon300, Eudemon500, Eudemon1000, Eudemon1000E-U/USG5300, Eudemon1000E-X/USG5500, Eudemon8080E/USG9300, Eudemon8160E/USG9300, Eudemon8000E-X/USG9500, E200E-C/USG2200, E200E-X3/USG2200, E200E-X5/USG2200, E200E-X7/USG2200, E200E-C/USG5100, E200E-X3/USG5100, E200E-X5/USG5100, E200E-X7/USG5100, E200E-B/USG2100, E200E-X1/USG2100, E200E-X2/USG2100, SVN5300, SVN2000, SVN5000, SVN3000, NIP100, NIP200, NIP1000, NIP2100, NIP2200, and NIP5100 use the DES algorithm for stored passwords, which makes it easier for context-dependent attackers to obtain cleartext passwords via a brute-force attack.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Acu v100r003c01spc100 All All All

Hardware Huawei Acu v200r001c00 All All All

Hardware Huawei Acu v200r001c00spc100 All All All

Hardware Huawei Acu v100r003c01spc100 All All All

Hardware Huawei Acu v200r001c00 All All All

Hardware Huawei Acu v200r001c00spc100 All All All

Hardware Huawei Ar 19/29/49 All All All All

Hardware Huawei Ar 19/29/49 All All All All

Hardware Huawei Ar G3 v200r001c00 All All All

Hardware Huawei Ar G3 v200r001c01 All All All

Hardware Huawei Ar G3 v200r002c00spc200 All All All

Hardware Huawei Ar G3 v200r001c00 All All All

Hardware Huawei Ar G3 v200r001c01 All All All

Hardware Huawei Ar G3 v200r002c00spc200 All All All

Hardware Huawei Atn v200r001c00 All All All

Hardware Huawei Atn v200r001c01 All All All

Hardware Huawei Atn v200r001c00 All All All
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Hardware Huawei Atn v200r001c00 All All All

Hardware Huawei Atn v200r001c01 All All All

Hardware Huawei Cx200 v100r005 All All All

Hardware Huawei Cx200 v100r005 All All All

Hardware Huawei Cx300 v100r005 All All All

Hardware Huawei Cx300 v100r005 All All All

Hardware Huawei Cx600 v200r002 All All All

Hardware Huawei Cx600 v600r001 All All All

Hardware Huawei Cx600 v600r002 All All All

Hardware Huawei Cx600 v600r003 All All All

Hardware Huawei Cx600 v200r002 All All All

Hardware Huawei Cx600 v600r001 All All All

Hardware Huawei Cx600 v600r002 All All All

Hardware Huawei Cx600 v600r003 All All All

Hardware Huawei E200e-b All All All All

Hardware Huawei E200e-c All All All All

Hardware Huawei E200e-usg2100 All All All All

Hardware Huawei E200e-x1 All All All All

Hardware Huawei E200e-x2 All All All All

Hardware Huawei E200x3 All All All All

Hardware Huawei E200x5 All All All All

Hardware Huawei E200x7 All All All All

Hardware Huawei E200 Usg2200 All All All All

Hardware Huawei E200 Usg5100 All All All All

Hardware Huawei Eudemon1000 All All All All

Hardware Huawei Eudemon1000e-u All All All All

Hardware Huawei Eudemon1000e-x All All All All

Hardware Huawei Eudemon100e v200r007 All All All

Hardware Huawei Eudemon100e v200r007 All All All

Hardware Huawei Eudemon200 v200r001 All All All

Hardware Huawei Eudemon200 v200r001 All All All

Hardware Huawei Eudemon300 All All All All

Hardware Huawei Eudemon500 All All All All

Hardware Huawei Eudemon8000e-x All All All All

Hardware Huawei Eudemon 8080e All All All All

Hardware Huawei Eudemon 8160e All All All All
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Hardware Huawei Eudemon Usg5300 All All All All

Hardware Huawei Eudemon Usg5500 All All All All

Hardware Huawei Eudemon Usg9300 All All All All

Hardware Huawei Eudemon Usg9500 All All All All

Hardware Huawei H3c Aroem In All All All All

Hardware Huawei H3c Aroem In All All All All

Hardware Huawei Ma5200g v200r003 All All All

Hardware Huawei Ma5200g v300r003 All All All

Hardware Huawei Ma5200g v200r003 All All All

Hardware Huawei Ma5200g v300r003 All All All

Hardware Huawei Me60 v100r005 All All All

Hardware Huawei Me60 v100r006 All All All

Hardware Huawei Me60 v600r002 All All All

Hardware Huawei Me60 v600r003 All All All

Hardware Huawei Me60 v600r005c00spc600 All All All

Hardware Huawei Me60 v100r005 All All All

Hardware Huawei Me60 v100r006 All All All

Hardware Huawei Me60 v600r002 All All All

Hardware Huawei Me60 v600r003 All All All

Hardware Huawei Me60 v600r005c00spc600 All All All

Hardware Huawei Ne20 v200r005 All All All

Hardware Huawei Ne20 v200r005 All All All

Hardware Huawei Ne20e-x6 v300r005 All All All

Hardware Huawei Ne20e-x6 v300r005 All All All

Hardware Huawei Ne40 v300r005 All All All

Hardware Huawei Ne40 v300r005 All All All

Hardware Huawei Ne40e v300r005 All All All

Hardware Huawei Ne40e v600r001 All All All

Hardware Huawei Ne40e v300r005 All All All

Hardware Huawei Ne40e v600r001 All All All

Hardware Huawei Ne40e/80e v600r002 All All All

Hardware Huawei Ne40e/80e v600r003 All All All

Hardware Huawei Ne40e/80e v600r002 All All All

Hardware Huawei Ne40e/80e v600r003 All All All

Hardware Huawei Ne40e/80e v600r002 All All All

Hardware Huawei Ne40e/80e v600r003 All All All
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Hardware Huawei Ne40e/80e v600r003 All All All

Hardware Huawei Ne5000e v300r007 All All All

Hardware Huawei Ne5000e v800r002 All All All

Hardware Huawei Ne5000e v300r007 All All All

Hardware Huawei Ne5000e v800r002 All All All

Hardware Huawei Ne80 v300r005 All All All

Hardware Huawei Ne80 v300r005 All All All

Hardware Huawei Ne80e v600r001 All All All

Hardware Huawei Ne80e v600r002 All All All

Hardware Huawei Ne80e v600r003 All All All

Hardware Huawei Ne80e v600r001 All All All

Hardware Huawei Ne80e v600r002 All All All

Hardware Huawei Ne80e v600r003 All All All

Hardware Huawei Nip100 v100r001 All All All

Hardware Huawei Nip100 v100r001 All All All

Hardware Huawei Nip1000 v100r001 All All All

Hardware Huawei Nip1000 v100r001 All All All

Hardware Huawei Nip200 v100r001 All All All

Hardware Huawei Nip200 v100r001 All All All

Hardware Huawei Nip2100 v100r001c00 All All All

Hardware Huawei Nip2100 v100r001c00 All All All

Hardware Huawei Nip2200 v100r001c00 All All All

Hardware Huawei Nip2200 v100r001c00 All All All

Hardware Huawei Nip5100 v100r001c00 All All All

Hardware Huawei Nip5100 v100r001c00 All All All

Hardware Huawei S2300 v100r002 All All All

Hardware Huawei S2300 v100r003 All All All

Hardware Huawei S2300 v100r005 All All All

Hardware Huawei S2300 v100r006 All All All

Hardware Huawei S2300 v100r002 All All All

Hardware Huawei S2300 v100r003 All All All

Hardware Huawei S2300 v100r005 All All All

Hardware Huawei S2300 v100r006 All All All

Hardware Huawei S2700 v100r006 All All All

Hardware Huawei S2700 v100r006 All All All

Hardware Huawei S3300 v100r002 All All All
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Hardware Huawei S3300 v100r003 All All All

Hardware Huawei S3300 v100r005 All All All

Hardware Huawei S3300 v100r006 All All All

Hardware Huawei S3300 v100r002 All All All

Hardware Huawei S3300 v100r003 All All All

Hardware Huawei S3300 v100r005 All All All

Hardware Huawei S3300 v100r006 All All All

Hardware Huawei S3300hi v100r006 All All All

Hardware Huawei S3300hi v200r001 All All All

Hardware Huawei S3300hi v100r006 All All All

Hardware Huawei S3300hi v200r001 All All All

Hardware Huawei S3700 v100r005 All All All

Hardware Huawei S3700 v100r006 All All All

Hardware Huawei S3700 v200r001 All All All

Hardware Huawei S3700 v100r005 All All All

Hardware Huawei S3700 v100r006 All All All

Hardware Huawei S3700 v200r001 All All All

Hardware Huawei S5300 v100r002 All All All

Hardware Huawei S5300 v100r003 All All All

Hardware Huawei S5300 v100r005 All All All

Hardware Huawei S5300 v100r006 All All All

Hardware Huawei S5300 v100r002 All All All

Hardware Huawei S5300 v100r003 All All All

Hardware Huawei S5300 v100r005 All All All

Hardware Huawei S5300 v100r006 All All All

Hardware Huawei S5300hi v100r006 All All All

Hardware Huawei S5300hi v200r001 All All All

Hardware Huawei S5300hi v100r006 All All All

Hardware Huawei S5300hi v200r001 All All All

Hardware Huawei S5306 v100r006 All All All

Hardware Huawei S5306 v200r001 All All All

Hardware Huawei S5306 v100r006 All All All

Hardware Huawei S5306 v200r001 All All All

Hardware Huawei S5700 v100r005 All All All

Hardware Huawei S5700 v100r006 All All All
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Hardware Huawei S5700 v200r001 All All All

Hardware Huawei S5700 v100r005 All All All

Hardware Huawei S5700 v100r006 All All All

Hardware Huawei S5700 v200r001 All All All

Hardware Huawei S6300 v100r006 All All All

Hardware Huawei S6300 v200r001 All All All

Hardware Huawei S6300 v100r006 All All All

Hardware Huawei S6300 v200r001 All All All

Hardware Huawei S6700 v100r006 All All All

Hardware Huawei S6700 v200r001 All All All

Hardware Huawei S6700 v100r006 All All All

Hardware Huawei S6700 v200r001 All All All

Hardware Huawei S7700 v100r003 All All All

Hardware Huawei S7700 v100r006 All All All

Hardware Huawei S7700 v100r003 All All All

Hardware Huawei S7700 v100r006 All All All

Hardware Huawei S9300 v100r001 All All All
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