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Summary

CVE CVE-2012-4970

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-01 12:35:00 UTC

Updated 2013-03-26 03:39:00 UTC

Description Cross-site scripting (XSS) vulnerability in the web management interface on Polycom HDX Video End Points with UC APL software before 2.7.1.1_J, and commercial software before 3.0.5, allows remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Polycom Hdx 4002 - All All All

Hardware Polycom Hdx 4002 - All All All

Hardware Polycom Hdx 4500 - All All All

Hardware Polycom Hdx 4500 - All All All

Hardware Polycom Hdx 6000 - All All All

Hardware Polycom Hdx 6000 - All All All

Hardware Polycom Hdx 7001 - All All All

Hardware Polycom Hdx 7001 - All All All

Hardware Polycom Hdx 7002 - All All All

Hardware Polycom Hdx 7002 - All All All

Hardware Polycom Hdx 8002 - All All All

Hardware Polycom Hdx 8002 - All All All

Hardware Polycom Hdx 8004 - All All All

Hardware Polycom Hdx 8004 - All All All

Hardware Polycom Hdx 8006 - All All All

Hardware Polycom Hdx 8006 - All All All

Hardware Polycom Hdx 9002 - All All All
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Hardware Polycom Hdx 9002 - All All All

Hardware Polycom Hdx 9002 - All All All

Hardware Polycom Hdx 9004 - All All All

Hardware Polycom Hdx 9004 - All All All

Hardware Polycom Hdx 9006 - All All All

Hardware Polycom Hdx 9006 - All All All

Application Polycom Hdx System Software 2.0.5_j All All All

Application Polycom Hdx System Software 2.5.0.7 All All All

Application Polycom Hdx System Software 2.5.0.7_g All All All

Application Polycom Hdx System Software 2.6.1 All All All

Application Polycom Hdx System Software 2.6.1.3 All All All

Application Polycom Hdx System Software 2.7.0_j All All All

Application Polycom Hdx System Software 3.0.0 All All All

Application Polycom Hdx System Software 3.0.0.1 All All All

Application Polycom Hdx System Software 3.0.0.2 All All All

Application Polycom Hdx System Software 3.0.1 All All All

Application Polycom Hdx System Software 3.0.2 All All All

Application Polycom Hdx System Software 3.0.3 All All All

Application Polycom Hdx System Software 3.0.3.1 All All All

Application Polycom Hdx System Software 2.0.5_j All All All

Application Polycom Hdx System Software 2.5.0.7 All All All

Application Polycom Hdx System Software 2.5.0.7_g All All All

Application Polycom Hdx System Software 2.6.1 All All All

Application Polycom Hdx System Software 2.6.1.3 All All All

Application Polycom Hdx System Software 2.7.0_j All All All

Application Polycom Hdx System Software 3.0.0 All All All

Application Polycom Hdx System Software 3.0.0.1 All All All

Application Polycom Hdx System Software 3.0.0.2 All All All

Application Polycom Hdx System Software 3.0.1 All All All

Application Polycom Hdx System Software 3.0.2 All All All

Application Polycom Hdx System Software 3.0.3 All All All

Application Polycom Hdx System Software 3.0.3.1 All All All

Application Polycom Hdx System Software All All All All

Application Polycom Hdx System Software All All All All
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Reference Source

20121226 Polycom HDX Video End Points Web Management Cross Site Scripting (XSS) vulnerability BUGTRAQ

Polycom HDX Series Input Validation Flaw in Web Management Interface Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK

knowledgebase-iframe.polycom.com/kb/knowledgebase/End%20User/Tech%20Alerts/Video/15990_fHDX%20... CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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