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Summary

CVE CVE-2012-4999

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-19 19:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Mercury MR804 Router 8.0 3.8.1 Build 101220 Rel.53006nB allows remote attackers to cause a denial of service (service hang) via a crafted string in HTTP header fields such as (1) If-Modified-Since, (2) If-None-Match, or (3) If-Unmodified-Since. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mercurycom Mr804 8.0 All All All

Hardware Mercurycom Mr804 8.0 All All All

Operating System Mercurycom Mr804 Firmware 3.8.1 All All All

Operating System Mercurycom Mr804 Firmware 3.8.1 All All All

References

Reference Source Link

20120221 Mercurycom MR804 Router - Multiple HTTP Header Fields Denial Of Service Vulnerability BUGTRAQ archives.neohapsis.com

Security Advisory SA48079 - Mercury MR804 Denial of Service Vulnerability - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Mercury MR804 Router Multiple HTTP Header Fields Denial Of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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