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Summary

CVE CVE-2012-5007

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-20 03:46:00 UTC

Updated 2012-09-20 18:47:00 UTC

Description The Fill PDF module 7.x-1.x before 7.x-1.2 for Drupal allows remote attackers to write to arbitrary PDF files via unspecified vectors related to the fillpdf_merge_pdf function and incorrect arguments, a different vulnerability than CVE-2012-1625. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal - All All All

Application Drupal Drupal - All All All

Application Wizonesolutions Fillpdf 7.x-1. All All All

Application Wizonesolutions Fillpdf 7.x-1.0 All All All

Application Wizonesolutions Fillpdf 7.x-1.0 beta1 All All

Application Wizonesolutions Fillpdf 7.x-1.0 beta2 All All

Application Wizonesolutions Fillpdf 7.x-1.1 All All All

Application Wizonesolutions Fillpdf 7.x-1.x dev All All

Application Wizonesolutions Fillpdf 7.x-1. All All All

Application Wizonesolutions Fillpdf 7.x-1.0 All All All

Application Wizonesolutions Fillpdf 7.x-1.0 beta1 All All

Application Wizonesolutions Fillpdf 7.x-1.0 beta2 All All

Application Wizonesolutions Fillpdf 7.x-1.1 All All All

Application Wizonesolutions Fillpdf 7.x-1.x dev All All
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SA-CONTRIB-2012-003 - Fill PDF - Multiple vulnerabilities | drupal.org CONFIRM drupal.org

Security Advisory SA47418 - Drupal Fill PDF Module Security Bypass and Code Execution Vulnerabilities - Secunia SECUNIA secunia.com

Drupal Fill PDF Module Security Bypass and Arbitrary Code Execution Vulnerabilities BID www.securityfocus.com

oss-security - CVE's for Drupal Contrib 2012 001 through 057 (67 new CVE assignments) MLIST www.openwall.com

78181 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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