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CVE-2012-5014

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMIAUS.CAVINAC Certain versions of los from Cisco contain the following vulnerability:

Cisco 10S before 15.1(2)SY allows remote authenticated users to
cause a denial of service (device crash) by establishing an SSH
session from a client and then placing this client into a (1) slow or (2)
idle state, aka Bug ID CSCto87436.

e

CVE-2012-5014 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 6.3- MEDIUM

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Ty« CONFIRM www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-1SY/release_notes.pdf

application/pdf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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