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CVE-2012-5054

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Flash Player from Adobe contain the following
’ vulnerability:

Integer overflow in the copyRawDataTo method in the Matrix3D class
in Adobe Flash Player before 11.4.402.265 allows remote attackers to
execute arbitrary code via malformed arguments.

CVE-2012-5054 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletins: APSB12-19 - Security F\MISC
updates available for Adobe Flash Player www.adobe.com/support/security/bulletins/apsb12-
19.html
Webmail : Solution de messagerie professionnelle - [T (7)) MISC www.vupen.com/english/services/ba-
OVHcloud- OVH text/html index.php
IBM X-Force Exchange € XF adobe-flash-matrix3d-overflow(78866)
Adobe Flash Player Matrix3D Integer Overflow Code  [ETETH @ MISC
Execution = Packet Storm packetstormsecurity.org/files/116435/Adobe-Flash-
Player-Matrix3D-Integer-Overflow-Code-
Execution.html
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2012-5054/mitre
https://cve.report/CVE-2012-5054/nist
https://cve.report/CVE-2012-5054/cve_org
https://cve.report/CVE-2012-5054.pdf
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.adobe.com/support/security/bulletins/apsb12-19.html
http://www.vupen.com/english/services/ba-index.php
https://exchange.xforce.ibmcloud.com/vulnerabilities/78866
http://packetstormsecurity.org/files/116435/Adobe-Flash-Player-Matrix3D-Integer-Overflow-Code-Execution.html
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player 10 All All All
Application Adobe Flash Player 10.0.0.584 All All All
Application Adobe Flash Player 10.0.12.10 All All All
Application Adobe Flash Player 10.0.12.36 All All All
Application Adobe Flash Player 10.0.15.3 All All All
Application Adobe Flash Player 10.0.2.54 All All All
Application Adobe Flash Player 10.0.22.87 All All All
Application Adobe Flash Player 10.0.32.18 All All All
Application Adobe Flash Player 10.0.42.34 All All All
Application Adobe Flash Player 10.0.45.2 All All All
Application Adobe Flash Player 10.1 All All All
Application Adobe Flash Player 10.1.102.64 All All All
Application Adobe Flash Player 10.1.105.6 All All All
Application Adobe Flash Player 10.1.106.16 All All All
Application Adobe Flash Player 10.1.106.17 All All All
Application Adobe Flash Player 10.1.52.14 All All All
Application Adobe Flash Player 10.1.52.14.1 All All All
Application Adobe Flash Player 10.1.52.15 All All All
Application Adobe Flash Player 10.1.53.64 All All All
Application Adobe Flash Player 10.1.82.76 All All All
Application Adobe Flash Player 10.1.85.3 All All All
Application Adobe Flash Player 10.1.92.10 All All All
Application Adobe Flash Player 10.1.92.8 All All All
Application Adobe Flash Player 10.1.95.1 All All All
Application Adobe Flash Player 10.1.95.2 All All All
Application Adobe Flash Player 10.2.152 All All All
Application Adobe Flash Player 10.2.152.26 All All All
Application Adobe Flash Player 10.2.152.32 All All All

Application Adobe Flash Player 10.2.152.33 All All All
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Ak kKK kKK,

cpe:2.3:a:adobe:flash_player:10.0.15.3:*:*:*:*:*:*:*:

kKK koK kLK,

cpe:2.3:a:adobe:flash_player:10.0.2.54:*:*****:*:

Kk ok ok kKK,

cpe:2.3:a:adobe:flash_player:10.0.45.2:*:*: """

cpe:2.3:a:adobe:flash_player:10.1:*: "

dk kR ok ak Rk,

cpe:2.3:a:adobe:flash_player:10.1.52.14 %" *:

cpe:2.3:a:adobe:flash_player:10.1.52.14.1 % "%

cpe:2.3:a:adobe:flash_player:10.1.92.8:*:":* """

cpe:2.3:a:adobe:flash_player:10.1.95.1: " "

cpe:2.3:a:adobe:flash_player:10.1.95.2:*:":* "

dkkakkakakak.

cpe:2.3:a:adobe:flash_player:10.2.152::*:*:*:*:*:*:

rne2 R:atadnhe flach nlaver 1N 2 1RR D-*-xekkkokax.
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cpe:2.3:a:adobe:flash_player:10.3.183.5:*::*:**:*:*:

cpe:2.3:a:adobe:flash_player:10.3.183.7:* " *:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.3:*::*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.6:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.7:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:adobe:flash_player:11.0:*:*:*: "™

akLkak ok kakk,

cpe:2.3:a:adobe:flash_player:11.0.1.152:*:*:*:*:*:*:*:

akak Lk okakukk,

cpe:2.3:a:adobe:flash_player:11.0.1.153:*:* """

Skkakkakakak.

cpe:2.3:a:adobe:flash_player:11.1:% " "



cpe:2.3:a:adobe:flash_player:11.1.111.8:* "

cpe:2.3:a:adobe:flash_player:11.1.115.7: =™

dkak Kok kR k.

cpe:2.3:a:adobe:flash_player:2:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:3:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:4:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:5:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:6:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:6.0.21.0:":*:*:"*:*:*:

cpe:2.3:a:adobe:flash_player:7.0:*: """

cpe:2.3:a:adobe:flash_player:7.0.1:" "%

cpe:2.3:a:adobe:flash_player:7.0.14.0:":*: " ™

cpe:2.3:a:adobe:flash_player:7.0.19.0:":*: "

cpe:2.3:a:adobe:flash_player:7.0.24.0:":*: "

cpe:2.3:a:adobe:flash_player:7.0.53.0:*:":*:*:*:*::

akLkLk ok kakk,

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:":*:*:*:*:*:

akLkLk ok k Lk k,

cpe:2.3:a:adobe:flash_player:7.0.61.0:*:":*:*:*:*::

dkkakokakakuk.

cpe:2.3:a:adobe:flash_player:7.0.63:*:*:*:*:*:*:*:

AkLkLk kR kK,

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.67.0:*:":*:***:*:



cpe:Z.3:a:adobe:tlash_player:/.0.68.0:":77 7

cpe:2.3:a:adobe:flash_player:7.0.69.0:*:*: " :*:

AkakLk kR kR,

cpe:2.3:a:adobe:flash_player:7.0.70.0:*:*: " :*:

ARk kKK LRk,

cpe:2.3:a:adobe:flash_player:7.0.73.0:*:* " :*:

Kk ak kKKK,

cpe:2.3:a:adobe:flash_player:7.0_r67:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:7.1:*:* "%
cpe:2.3:a:adobe:flash_player:7.1.1:*: "
cpe:2.3:a:adobe:flash_player:7.2:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*:*:**:*:*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:%:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.39.0:%:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:"*:*:*:
cpe:2.3:a:adobe:flash_player:9.0:*: " :*:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0:*:" " "
cpe:2.3:a:adobe:flash_player:9.0.114.0: " "
cpe:2.3:a:adobe:flash_player:9.0.115.0:*:*:*: % *:*:
cpe:2.3:a:adobe:flash_player:9.0.124.0: " "
cpe:2.3:a:adobe:flash_player:9.0.125.0:*: "
cpe:2.3:a:adobe:flash_player:9.0.151.0:*:* % *:*:
cpe:2.3:a:adobe:flash_player:9.0.152.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.155.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.159.0:*:*:*:*:*:*:*:

dkkakokakakuk.

cpe:2.3:a:adobe:flash_player:9.0.16:*:*:*:*:*:*:*:

dkakakokakakuk.

cpe:2.3:a:adobe:flash_player:9.0.20:*:*:*:*:*:*:*:



ARk Lk kR Rk,

cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*: " :*:

cpe:2.3:a:adobe:flash_player:9.0.246.0:*:*:**:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:* " """

dkak kR ok akak.

cpe:2.3:a:adobe:flash_player:9.0.28:*:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.280:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:**:*:

dk KRk akakak.

cpe:2.3:a:adobe:flash_player:9.0.31:*:*:**:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.31.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.45.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.47.0:":*:* "
cpe:2.3:a:adobe:flash_player:9.0.48.0:":*: " *:*:*:
cpe:2.3:a:adobe:flash_player:9.0.8.0: " :**:*:

cpe:2.3:a:adobe:flash_player:9.0.9.0: " "™

cpe:2.3:a:adobe:flash_player:9.125.0:":*:*:":*:*:™:

cpe:2.3:a:adobe:flash_player:10.0.45.2:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:adobe:flash_player:10.1:*:*:*: "



dkak kR ok akk.

cpe:2.3:a:adobe:flash_player:10.1.52.14 "

cpe:2.3:a:adobe:flash_player:10.1.52.14.1 " "

ak kR kR Rk,

cpe:2.3:a:adobe:flash_player:10.1.52.15: "

Kk kKoK kLK,

cpe:2.3:a:adobe:flash_player:10.1.85.3:*:*:*:**:*:*:

akak kR kR k.

cpe:2.3:a:adobe:flash_player:10.1.92.10:*:*:**:*:*:*:
cpe:2.3:a:adobe:flash_player:10.1.92.8:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.1.95.1 % """

cpe:2.3:a:adobe:flash_player:10.1.95.2:* " " *:*:



cpe:2.3:a:adobe:flash_player:10.3.183.5: 1" *:

cpe:2.3:a:adobe:flash_player:10.3.183.7:*:****:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.3:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.6:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.3.186.7:*::*:**:*:*:

cpe:2.3:a:adobe:flash_player:11.0:*:*: """

cpe:2.3:a:adobe:flash_player:11.1:* " "

cpe:2.3:a:adobe:flash_player:11.1.102.55:* %" "™

cpe:2.3:a:adobe:flash_player:11.1.102.59:*: " "™

cpe:2.3:a:adobe:flash_player:11.1.102.62:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.1.102.63:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.1.111.8: """

cpe:2.3:a:adobe:flash_player:11.1.115. 7%



ARk kR kLR k.

cpe:2.3:a:adobe:flash_player:2:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:3:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:4:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:5:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:6:*:*:*:*:*:*:*:

Ak kR kR kR,

cpe:2.3:a:adobe:flash_player:6.0.21.0:*:*:*:*:*:*:*:

dkakak ok akakak.

cpe:2.3:a:adobe:flash_player:6.0.79:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0:*:*:**:**:*:
cpe:2.3:a:adobe:flash_player:7.0.1:*: "
cpe:2.3:a:adobe:flash_player:7.0.14.0:*: "%

cpe:2.3:a:adobe:flash_player:7.0.19.0:*: " *:*:*:

cpe:2.3:a:adobe:flash_player:7.0.24.0:":*:* " *:*:*:

cpe:2.3:a:adobe:flash_player:7.0.53.0:*:*: " *:*:

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:7.0.61.0:":*: """

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:":*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:":*: "
cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:":*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.69.0:*:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.70.0:*:":*:*:

ARk koK k Kk,

cpe:2.3:a:adobe:flash_player:7.0.73.0:%:":*

cpe:2.3:a:adobe:flash_player:7.1:*:*:** %

cpe:2.3:a:adobe:flash_player:7.1.1:*:*:****:*:

coe:2.3:a:adobe:flash olaver:7.2:**:**:*:*:*:



R e e R L b

KLk koK akk ok,

cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0:*:*: """
cpe:2.3:a:adobe:flash_player:9.0.114.0:*: """
cpe:2.3:a:adobe:flash_player:9.0.115.0:* "% **:*:
cpe:2.3:a:adobe:flash_player:9.0.124.0:* """
cpe:2.3:a:adobe:flash_player:9.0.125.0:* " " *:*:
cpe:2.3:a:adobe:flash_player:9.0.151.0: " "
cpe:2.3:a:adobe:flash_player:9.0.152.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.159.0: " """

akLkak ok kakk,

cpe:2.3:a:adobe:flash_player:9.0.20.0:%:":*:*:*:*:*:

ARk LKLk LKLk LK,

cpe:2.3:a:adobe:flash_player:9.0.246.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:*:*:*:**:*:*:

dkkakokakakuk.

cpe:2.3:a:adobe:flash_player:9.0.28:*:*:*:*:*:*:*:

ARk kR kR k.

cpe:2.3:a:adobe:flash_player:9.0.28.0:":*: " :*:



cpe:2.3:a:adobe:flash_player:9.0.280:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.31:*:*:**:**:*:

cpe:2.3:a:adobe:flash_player:9.0.31.0:": " **:*:

cpe:2.3:a:adobe:flash_player:9.0.45.0:*:*: " *:*:

cpe:2.3:a:adobe:flash_player:9.0.47.0:*:*: " *:*:

cpe:2.3:a:adobe:flash_player:9.0.48.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.8.0:*:*: " :*:*:

cpe:2.3:a:adobe:flash_player:9.0.9.0:**:***:*:*:

cpe:2.3:a:adobe:flash_player:9.125.0:*:*:**:**:*:

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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