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CVE CVE-2012-5134
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-28 01:55:00 UTC
Updated 2023-11-07 02:12:00 UTC
Description Heap-based buffer underflow in the xmIParseAttValueComplex function in parser.c in libxmlI2 2.9.0 and earlier, as used in C

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os 1.0.0 All All All
Operating System Apple Iphone Os 1.0.1 All All All
Operating System Apple Iphone Os 1.0.2 All All All
Operating System Apple Iphone Os 1.1.0 All All All
Operating System Apple Iphone Os 111 All All All
Operating System Apple Iphone Os 1.1.2 All All All
Operating System Apple Iphone Os 1.1.3 All All All
Operating System Apple Iphone Os 1.1.4 All All All
Operating System Apple Iphone Os 115 All All All
Operating System Apple Iphone Os 2.0 All All All
Operating System Apple Iphone Os 2.0.0 All All All
Operating System Apple Iphone Os 2.0.1 All All All
Operating System Apple Iphone Os 2.0.2 All All All
Operating System Apple Iphone Os 2.1 All All All
Operating System Apple Iphone Os 2.1.1 All All All
Operating System Apple Iphone Os 2.2 All All All
Operating System Apple Iphone Os 221 All All All
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Reference Source
About the security content of iOS 7 CONFIRM
APPLE-SA-2013-09-18-2i0S 7 APPLE
Google Chrome Prior to 23.0.1271.91 Multiple Security Vulnerabilities

APPLE-SA-2013-10-22-8 iTunes 11.1.2 APPLE
Chrome Releases: Stable Channel Update CONFIRM
About Secunia Research | Flexera SECUNIA
Red Hat Customer Portal REDHAT
Google Chrome Multiple Flaws Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
[security-announce] openSUSE-SU-2012:1637-1: important: Chromium to 25.0 SUSE
Security Advisory SA54886 - Apple iOS Multiple Vulnerabilities - Secunia SECUNIA
About the security content of iTunes 11.1.4 - Apple Support CONFIRM
USN-1656-1: Libxml2 vulnerability | Ubuntu

Support / Security / Advisories / / MDVSA-2013:056 | Mandriva MANDRIVA
[security-announce] openSUSE-SU-2013:0178-1: important: libxmI2: fixed b

Debian -- Security Information -- DSA-2580-1 libxmI2 DEBIAN
IBM X-Force Exchange

158249 - chromium - An open-source project to help move the web forward. - Monorail CONFIRM
About Secunia Research | Flexera

[security-announce] SUSE-SU-2013:1627-1: important: Security update for

Bug 880466 — CVE-2012-5134 libxml2: Heap-buffer-underflow in xmIParseAttValueComplex

Red Hat Customer Portal

libxml2 - XML parser and markup toolkit
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Link

support.apple.com
lists.apple.com
www.securityfocus.com
lists.apple.com
googlechromereleases.blogspot
secunia.com
rhn.redhat.com
www.securitytracker.com
lists.opensuse.org
secunia.com
support.apple.com
www.ubuntu.com
www.mandriva.com
lists.opensuse.org
www.debian.org
exchange.xforce.ibmcloud.com
code.google.com
secunia.com
lists.opensuse.org
bugzilla.redhat.com
rhn.redhat.com
git.gnome.org
www.cve.org

nvd.nist.gov
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http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://support.apple.com/kb/HT5934
http://lists.apple.com/archives/security-announce/2013/Sep/msg00006.html
http://www.securityfocus.com/bid/56684
http://lists.apple.com/archives/security-announce/2013/Oct/msg00009.html
http://googlechromereleases.blogspot.com/2012/11/stable-channel-update.html
http://secunia.com/advisories/51448
http://rhn.redhat.com/errata/RHSA-2013-0217.html
http://www.securitytracker.com/id?1027815
http://lists.opensuse.org/opensuse-security-announce/2012-12/msg00004.html
http://secunia.com/advisories/54886
http://support.apple.com/kb/HT6001
http://www.ubuntu.com/usn/USN-1656-1
http://www.mandriva.com/security/advisories?name=MDVSA-2013:056
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00023.html
http://www.debian.org/security/2012/dsa-2580
https://exchange.xforce.ibmcloud.com/vulnerabilities/80294
https://code.google.com/p/chromium/issues/detail?id=158249
http://secunia.com/advisories/55568
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00002.html
https://bugzilla.redhat.com/show_bug.cgi?id=880466
http://rhn.redhat.com/errata/RHSA-2012-1512.html
http://git.gnome.org/browse/libxml2/commit/?id=6a36fbe3b3e001a8a840b5c1fdd81cefc9947f0d
https://www.cve.org/CVERecord?id=CVE-2012-5134
https://nvd.nist.gov/vuln/detail/CVE-2012-5134

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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