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CVE CVE-2012-5138
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-04 06:05:00 UTC

Updated 2023-11-07 02:12:00 UTC

Description Google Chrome before 23.0.1271.95 does not properly handle file paths, which has unspecified impact and attack vectors.
/| il

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 23.0.1271.0 All All All
Application Google Chrome 23.0.1271.1 All All All
Application Google Chrome 23.0.1271.10 All All All
Application Google Chrome 23.0.1271.11 All All All
Application Google Chrome 23.0.1271.12 All All All
Application Google Chrome 23.0.1271.183 All All All
Application Google Chrome 23.0.1271.14 All All All
Application Google Chrome 23.0.1271.15 All All All
Application Google Chrome 23.0.1271.16 All All All
Application Google Chrome 23.0.1271.17 All All All
Application Google Chrome 23.0.1271.18 All All All
Application Google Chrome 23.0.1271.19 All All All
Application Google Chrome 23.0.1271.2 All All All
Application Google Chrome 23.0.1271.20 All All All
Application Google Chrome 23.0.1271.21 All All All
Application Google Chrome 23.0.1271.22 All All All
Application Google Chrome 23.0.1271.23 All All All
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Application Google Chrome 23.0.1271.87 All All All
Application Google Chrome 23.0.1271.88 All All All
Application Google Chrome 23.0.1271.89 All All All
Application Google Chrome 23.0.1271.9 All All All
Application Google Chrome 23.0.1271.91 All All All
Application Google Chrome 23.0.1271.92 All All All
Application Google Chrome 23.0.1271.93 All All All
Application Google Chrome All All All All
Operating System Opensuse Opensuse 12.1 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.1 All All All
Operating System Opensuse Opensuse 12.2 All All All
Reference

[security-announce] openSUSE-SU-2012:1637-1: important: Chromium to 25.0

Chrome Releases: Stable Channel Update

Issue 161564 - chromium - Security: Renderer sandbox bypass on ChildProcessSecurityPolicylmpl::SecurityState::HasPermissionsForFile() -
Google Chrome Prior to 23.0.1271.95 Multiple Security Vulnerabilities

Repository / Oval Repository

About Secunia Research | Flexera

CVE Program record

NVD vulnerability detail

“‘ Wﬁ
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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