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AINACLAUNCNIPAN Certain versions of Mac Os X from Apple contain the following
’ vulnerability:

Google Chrome before 24.0.1312.52 on Mac OS X does not use an
appropriate sandboxing approach for worker processes, which makes it
easier for remote attackers to bypass intended access restrictions via
unspecified vectors.

CVE-2012-5155 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Chrome Releases: Stable Channel & CONFIRM

Update googlechromereleases.blogspot.com/2013/01/stable-channel-
update.html

Google Project Hosting 2) CONFIRM code.google.com/p/chromium/issues/detail?
id=163208

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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dkakLk kKR KLk,

e R T =
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ARk kR KLk ak Lk,

cpe:2.3:0:apple:mac_os_x:*:*:

aKLkak kKR k.

cpe:2.3:a:google:chrome:24.0.1272.0:* %% **:*:
cpe:2.3:a:google:chrome:24.0.1272.1 "
cpe:2.3:a:google:chrome:24.0.1273.0:*: "
cpe:2.3:a:google:chrome:24.0.1274.0:*: 7
cpe:2.3:a:google:chrome:24.0.1275.0:*:* "

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1276.0:*:*:*:*:**::
cpe:2.3:a:google:chrome:24.0.1276.1:*:* %"
cpe:2.3:a:google:chrome:24.0.1277.0:*:* %"
cpe:2.3:a:google:chrome:24.0.1278.0:*:***:**:*:
cpe:2.3:a:google:chrome:24.0.1279.0: """
cpe:2.3:a:google:chrome:24.0.1280.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1281.0: %"
cpe:2.3:a:google:chrome:24.0.1281.1 """
cpe:2.3:a:google:chrome:24.0.1281.2:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1281.3:*: """
cpe:2.3:a:google:chrome:24.0.1282.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1283.0: %" "™
cpe:2.3:a:google:chrome:24.0.1284.0: """
cpe:2.3:a:google:chrome:24.0.1284.1 =" *:*:
cpe:2.3:a:google:chrome:24.0.1284.2:*:* % *:*:*:*:
cpe:2.3:a:google:chrome:24.0.1285.0:*: """ :*:*:
cpe:2.3:a:google:chrome:24.0.1285.1: """
cpe:2.3:a:google:chrome:24.0.1285.2:*:*:*:*:**:*:
cpe:2.3:a:google:chrome:24.0.1286.0:*:*:*:*:*:*:*:
cpe:2.3:a:google:chrome:24.0.1286.1: % """

cpe:2.3:a:google:chrome:24.0.1287.0:* % " *:*:

cpe:2.3:a:google:chrome:24.0.1287.1 "



kKK kKKK,

cpe:2.3:a:google:chrome:24.0.1288.0:*:*:*:*:**:*:

cpe:2.3:a:google:chrome:24.0.1288.1:*:*:*:*:**:*:

KLk kKK kK,

cpe:2.3:a:google:chrome:24.0.1289.0:*:***:**:*:
cpe:2.3:a:google:chrome:24.0.1289.1 " *:*:
cpe:2.3:a:google:chrome:24.0.1290.0:*:***:**:*:
cpe:2.3:a:google:chrome:24.0.1290.1:*:* " *:*:
cpe:2.3:a:google:chrome:24.0.1290.2:*:**:***:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1291.0:*:*****:*:
cpe:2.3:a:google:chrome:24.0.1291.1 % "
cpe:2.3:a:google:chrome:24.0.1292.0:*:***:**:*:
cpe:2.3:a:google:chrome:24.0.1292.1 %" **:**:*:
cpe:2.3:a:google:chrome:24.0.1293.0: %% "™
cpe:2.3:a:google:chrome:24.0.1294.0: """
cpe:2.3:a:google:chrome:24.0.1295.0: %"
cpe:2.3:a:google:chrome:24.0.1296.0: %" *:*:*:
cpe:2.3:a:google:chrome:24.0.1296.1: """
cpe:2.3:a:google:chrome:24.0.1297.0: % """
cpe:2.3:a:google:chrome:24.0.1298.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1298.1: % " **:*:
cpe:2.3:a:google:chrome:24.0.1299.0: """ *:*:
cpe:2.3:a:google:chrome:24.0.1300.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1301.0: % "

R R

cpe:2.3:a:google:chrome:24.0.1301. 1 ="

R

cpe:2.3:a:google:chrome:24.0.1301.2:*:*: "

cpe:2.3:a:google:chrome:24.0.1302.0:*:*:*:*:*:*:*:

akLk kKK LKLk,

cpe:2.3:a:google:chrome:24.0.1303.0:*:*: "
cpe:2.3:a:google:chrome:24.0.1304.0:*:*: " *:*:

cpe:2.3:a:google:chrome:24.0.1304.1 %% "

rne? Raannnlechramea:24 N 120K ()X -*kxkokok.
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KLk kKK kK,

cpe:2.3:a:google:chrome:24.0.1305.1 %% "

cpe:2.3:a:google:chrome:24.0.1305.2:*:* " *::

cpe:2.3:a:google:chrome:24.0.1305.3:*: "

KLk ak kKKK,

cpe:2.3:a:google:chrome:24.0.1305.4:* "

cpe:2.3:a:google:chrome:24.0.1306.0:*:*:*:*:**:*:

Kk kKR kK,

cpe:2.3:a:google:chrome:24.0.1306.1:*: "

cpe:2.3:a:google:chrome:24.0.1307.0:*: " *::

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1307.1 % "

Kk koK kKK,

cpe:2.3:a:google:chrome:24.0.1308.0:*:*:*:*:**:*:

cpe:2.3:a:google:chrome:24.0.1309.0:*:* %" *:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:24.0.1310.0: %"

cpe:2.3:a:google:chrome:24.0.1311.0: %"

cpe:2.3:a:google:chrome:24.0.1311.1: " "

cpe:2.3:a:google:chrome:24.0.1312.0: """

cpe:2.3:a:google:chrome:24.0.1312.1: %"

dkakakkakakak.

cpe:2.3:a:google:chrome:24.0.1312.16:™:*:*:**:*:*:

dkukakukakakak.

cpe:2.3:a:google:chrome:24.0.1312.17:%:*: ™

dkkakukkakak.

cpe:2.3:a:google:chrome:24.0.1312.19: " "™

akLk kKK LKLk,

cpe:2.3:a:google:chrome:24.0.1312.2:**:*:*:*

dkukakkakakak.

cpe:2.3:a:google:chrome:24.0.1312.20: " "™

dk Lk akakakakak.

cpe:2.3:a:google:chrome:24.0.1312.21: "™



dkkakkakakak.

cpe:2.3:a:google:chrome:24.0.1312.22:*:**:**:*:*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:24.0.1312.23:*:****:*:*:

Sk Lk k Lk akakuk.

cpe:2.3:a:google:chrome:24.0.1312.24:**:***:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:24.0.1312.25::**:**:*:*:

dkk kR Rk k.

cpe:2.3:a:google:chrome:24.0.1312.27::**:**:*:*:

dk Lk ak kR akak.

cpe:2.3:a:google:chrome:24.0.1312.28::*:*:**:*:*:

LRk kR Rk k.

cpe:2.3:a:google:chrome:24.0.1312.29::*:*:**:*:*:

cpe:2.3:a:google:chrome:24.0.1312.3:*:* "1

sk ok ak kR akak,

cpe:2.3:a:google:chrome:24.0.1312.31: """

dkakakak ok akak.

cpe:2.3:a:google:chrome:24.0.1312.32:%:*:* "™

dkukakukakakak.

cpe:2.3:a:google:chrome:24.0.1312.42:*:*:* "™

dkakakakakakak.

cpe:2.3:a:google:chrome:24.0.1312.43:*:":* "™

dkukak Lk kakuk.

cpe:2.3:a:google:chrome:24.0.1312.45:*:* "

dkuk Lk kkakak.

cpe:2.3:a:google:chrome:24.0.1312.46:*:*:* "™

dkukakukakakak.

cpe:2.3:a:google:chrome:24.0.1312.47: %™



cpe:Z.3:a:google:.chrome:24.0.1312.48:7."."7 7707

Skk ok k Lk akuk.

cpe:2.3:a:google:chrome:24.0.1312.49: % :*:

KLk kKK kK,

cpe:2.3:a:google:chrome:24.0.1312.5:*: "
cpe:2.3:a:google:chrome:24.0.1312.50::*:*:**:*:*:
cpe:2.3:a:google:chrome:24.0.1312.6:*:* " *:*:
cpe:2.3:a:google:chrome:24.0.1312. 7% "
cpe:2.3:a:google:chrome:24.0.1312.8:*:* " *:*:
cpe:2.3:a:google:chrome:24.0.1312.9:*:* "
cpe:2.3:a:google:chrome:24.0.1272.0:*:* %"
cpe:2.3:a:google:chrome:24.0.1272.1 %% %"
cpe:2.3:a:google:chrome:24.0.1273.0:*:* %"
cpe:2.3:a:google:chrome:24.0.1274.0: %" "
cpe:2.3:a:google:chrome:24.0.1275.0: %"
cpe:2.3:a:google:chrome:24.0.1276.0: """
cpe:2.3:a:google:chrome:24.0.1276.1: %"
cpe:2.3:a:google:chrome:24.0.1277.0: %"
cpe:2.3:a:google:chrome:24.0.1278.0: %" """
cpe:2.3:a:google:chrome:24.0.1279.0: """
cpe:2.3:a:google:chrome:24.0.1280.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1281.0: """
cpe:2.3:a:google:chrome:24.0.1281.1: ="
cpe:2.3:a:google:chrome:24.0.1281.2: % """
cpe:2.3:a:google:chrome:24.0.1281.3: "™
cpe:2.3:a:google:chrome:24.0.1282.0:*:*: " *:*:*:

akLk Lk kKKK,

cpe:2.3:a:google:chrome:24.0.1283.0:*:*: " *:*:

cpe:2.3:a:google:chrome:24.0.1284.0:*:*: " *:*:
cpe:2.3:a:google:chrome:24.0.1284. 1 " *:*:

cpe:2.3:a:google:chrome:24.0.1284.2:*:*: " **:*:

cpe:2.3:a:google:chrome:24.0.1285.0:*:** "



kKK kKKK,

cpe:2.3:a:google:chrome:24.0.1285.1 % 7 **:*:

cpe:2.3:a:google:chrome:24.0.1285.2:**:*:** *:*:

KLk kKK kK,

cpe:2.3:a:google:chrome:24.0.1286.0:*:*:*:*:**:*:
cpe:2.3:a:google:chrome:24.0.1286.1:*:* " *::
cpe:2.3:a:google:chrome:24.0.1287.0:*: " *::
cpe:2.3:a:google:chrome:24.0.1287.1 "
cpe:2.3:a:google:chrome:24.0.1288.0:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1288.1:*:***:**:*:
cpe:2.3:a:google:chrome:24.0.1289.0:*:**:*:**:*:
cpe:2.3:a:google:chrome:24.0.1289.1:*:***:**:*:

Kk koK kR Lk,

cpe:2.3:a:google:chrome:24.0.1290.0: """
cpe:2.3:a:google:chrome:24.0.1290.1: %"
cpe:2.3:a:google:chrome:24.0.1290.2: %" ":*:*:*:
cpe:2.3:a:google:chrome:24.0.1291.0: """
cpe:2.3:a:google:chrome:24.0.1291.1 ="
cpe:2.3:a:google:chrome:24.0.1292.0: %" """
cpe:2.3:a:google:chrome:24.0.1292.1 =" "™
cpe:2.3:a:google:chrome:24.0.1293.0: %" "
cpe:2.3:a:google:chrome:24.0.1294.0: """
cpe:2.3:a:google:chrome:24.0.1295.0:* %" **:*:
cpe:2.3:a:google:chrome:24.0.1296.0: """
cpe:2.3:a:google:chrome:24.0.1296.1: % """
cpe:2.3:a:google:chrome:24.0.1297.0: "
cpe:2.3:a:google:chrome:24.0.1298.0:*:*: " *:*:*:
cpe:2.3:a:google:chrome:24.0.1298.1 % " "
cpe:2.3:a:google:chrome:24.0.1299.0:*:*: " **:*:
cpe:2.3:a:google:chrome:24.0.1300.0:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:google:chrome:24.0.1301.0:*:*: "



cpe:2.3:a:google:chrome:24.0.1301. 1 " "

KLk kKK kK,

cpe:2.3:a:google:chrome:24.0.1301.2:**:*:***:*:

cpe:2.3:a:google:chrome:24.0.1302.0:* " " *:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1303.0:*: "

KKk oKk kK,

cpe:2.3:a:google:chrome:24.0.1304.0:*:

cpe:2.3:a:google:chrome:24.0.1304. 1 "

Kk kKK kK,

cpe:2.3:a:google:chrome:24.0.1305.0:*: " *::

cpe:2.3:a:google:chrome:24.0.1305.1 % "

Kk koK kKK,

cpe:2.3:a:google:chrome:24.0.1305.2:%:* " *:*:
cpe:2.3:a:google:chrome:24.0.1305.3:*:* %" *:*:
cpe:2.3:a:google:chrome:24.0.1305.4:*:* %" *:*:
cpe:2.3:a:google:chrome:24.0.1306.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1306.1 """
cpe:2.3:a:google:chrome:24.0.1307.0: %"
cpe:2.3:a:google:chrome:24.0.1307.1: % "
cpe:2.3:a:google:chrome:24.0.1308.0:*:*:*:":*:*:*:
cpe:2.3:a:google:chrome:24.0.1309.0: """
cpe:2.3:a:google:chrome:24.0.1310.0: % """
cpe:2.3:a:google:chrome:24.0.1311.0: %"
cpe:2.3:a:google:chrome:24.0.131 1.1 ="
cpe:2.3:a:google:chrome:24.0.1312.0: % "

R R

cpe:2.3:a:google:chrome:24.0.1312.1: ="

dkukakukakakak.

cpe:2.3:a:google:chrome:24.0.1312.10:™:":* "™

dkkakakakakak.

cpe:2.3:a:google:chrome:24.0.1312.11: %" "™

I I

cpe:2.3:a:google:chrome:24.0.1312.12:*:*:* "™

dkkakkkakak.

cpe:2.3:a:google:chrome:24.0.1312.13: "™

dkukakkakakak.

cpe:2.3:a:google:chrome:24.0.1312.15: %% ™

sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:24.0.1312.16: " "™



Sk Rk Lk akakak.

cpe:2.3:a:google:chrome:24.0.1312.17:% %™

dkk Lk k Lk akuk.

cpe:2.3:a:google:chrome:24.0.1312.18:*:****:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:24.0.1312.19: 7 *:*:

Kk ak kKKK,

cpe:2.3:a:google:chrome:24.0.1312.2:*: "

dkak ok kakakak.

cpe:2.3:a:google:chrome:24.0.1312.21:*:****:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:24.0.1312.22:*:*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:24.0.1312.23::*:*:**:*:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:24.0.1312.24: 7 :**:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:24.0.1312.36:™:":*:*:*:*:™:

dkakakakakakak.

cpe:2.3:a:google:chrome:24.0.1312.37:%:":* "™

dkukakukkakak.

cpe:2.3:a:google:chrome:24.0.1312.38:*:":*:*:*:*":

dkukakukukakuk.

cpe:2.3:a:google:chrome:24.0.1312.39:™:*:* "™

cpe:2.3:a:google:chrome:24.0.1312.4:**: "

dkkakkkakak.

cpe:2.3:a:google:chrome:24.0.1312.40: "™

dkkakukakakak.

cpe:2.3:a:google:chrome:24.0.1312.41 % ™



cpe:2.3:a:google:chrome:24.0.1312.42:*:* ™

cpe:2.3:a:google:chrome:24.0.1312.43:*:** ™

cpe:2.3:a:google:chrome:24.0.1312.44: "™

cpe:2.3:a:google:chrome:24.0.1312.45::**:***:*:

cpe:2.3:a:google:chrome:24.0.1312.46:™:*:*:**:*:*:

cpe:2.3:a:google:chrome:24.0.1312.48::*:*:**:*:*:

cpe:2.3:a:google:chrome:24.0.1312.49::*:***:*:*:

cpe:2.3:a:google:chrome:24.0.1312.5:* %"

cpe:2.3:a:google:chrome:24.0.1312.50:*:*:**:*:*:

cpe:2.3:a:google:chrome:24.0.1312.6:%:**:*:**:*:

cpe:2.3:a:google:chrome:24.0.1312.7:* ="

cpe:2.3:a:google:chrome:24.0.1312.8: ™"

cpe:2.3:a:google:chrome:24.0.1312.9: "™

No vendor comments have been submitted for this CVE
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