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Summary

CVE CVE-2012-5221

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-29 21:55:00 UTC

Updated 2013-12-31 04:19:00 UTC

Description Directory traversal vulnerability in the PostScript Interpreter, as used on the HP LaserJet 4xxx, 5200, 90xx, M30xx, M4345, M50xx, M90xx, P3005, and P4xxx; LaserJet Enterprise P3015; Color LaserJet 3xxx, 47xx, 5550, 9500, CM60xx, CP35xx, CP4005, and CP6015; Color LaserJet Enterprise CP4xxx; and 9250c Digital Sender with model-dependent firmware through 52.x allows remote attackers to read arbitrary files via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Color Laserjet 3000 q7534a All All All

Hardware Hp Color Laserjet 3000 q7534a All All All

Hardware Hp Color Laserjet 3800 q5981a All All All

Hardware Hp Color Laserjet 3800 q5981a All All All

Hardware Hp Color Laserjet 4700 q7492a All All All

Hardware Hp Color Laserjet 4700 q7492a All All All

Hardware Hp Color Laserjet 4730 Mfp cb480a All All All

Hardware Hp Color Laserjet 4730 Mfp cb480a All All All

Hardware Hp Color Laserjet 5550 q3714a All All All

Hardware Hp Color Laserjet 5550 q3714a All All All

Hardware Hp Color Laserjet 9500 Mfp c8549a All All All

Hardware Hp Color Laserjet 9500 Mfp c8549a All All All

Hardware Hp Color Laserjet Cm6030 Mfp ce664a All All All

Hardware Hp Color Laserjet Cm6030 Mfp ce664a All All All

Hardware Hp Color Laserjet Cm6040 Mfp q3939a All All All

Hardware Hp Color Laserjet Cm6040 Mfp q3939a All All All

Hardware Hp Color Laserjet Cp3505 cb442a All All All
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Hardware Hp Color Laserjet Cp3505 cb442a All All All

Hardware Hp Color Laserjet Cp3505 cb442a All All All

Hardware Hp Color Laserjet Cp3525 cc469a All All All

Hardware Hp Color Laserjet Cp3525 cc469a All All All

Hardware Hp Color Laserjet Cp4005 cb503a All All All

Hardware Hp Color Laserjet Cp4005 cb503a All All All

Hardware Hp Color Laserjet Cp6015 q3932a All All All

Hardware Hp Color Laserjet Cp6015 q3932a All All All

Hardware Hp Color Laserjet Enterprise Cp4025 cc490a All All All

Hardware Hp Color Laserjet Enterprise Cp4025 cc490a All All All

Hardware Hp Color Laserjet Enterprise Cp4525 cc493a All All All

Hardware Hp Color Laserjet Enterprise Cp4525 cc493a All All All

Hardware Hp Digital Sender 9250c cb472a All All All

Hardware Hp Digital Sender 9250c cb472a All All All

Hardware Hp Laserjet 4240 q7785a All All All

Hardware Hp Laserjet 4240 q7785a All All All

Hardware Hp Laserjet 4250 q5400a All All All

Hardware Hp Laserjet 4250 q5400a All All All

Hardware Hp Laserjet 4345 Mfp q3942a All All All

Hardware Hp Laserjet 4345 Mfp q3942a All All All

Hardware Hp Laserjet 4350 q5407a All All All

Hardware Hp Laserjet 4350 q5407a All All All

Hardware Hp Laserjet 5200l q7543a All All All

Hardware Hp Laserjet 5200l q7543a All All All

Hardware Hp Laserjet 5200n q7543a All All All

Hardware Hp Laserjet 5200n q7543a All All All

Hardware Hp Laserjet 9040 q7697a All All All

Hardware Hp Laserjet 9040 q7697a All All All

Hardware Hp Laserjet 9040 Mfp q3721a All All All

Hardware Hp Laserjet 9040 Mfp q3721a All All All

Hardware Hp Laserjet 9050 q7697a All All All

Hardware Hp Laserjet 9050 q7697a All All All

Hardware Hp Laserjet 9050 Mfp q3721a All All All

Hardware Hp Laserjet 9050 Mfp q3721a All All All

Hardware Hp Laserjet Enterprise P3015 ce526a All All All

Hardware Hp Laserjet Enterprise P3015 ce526a All All All
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Hardware Hp Laserjet M3027 Mfp cb416a All All All

Hardware Hp Laserjet M3027 Mfp cb416a All All All

Hardware Hp Laserjet M3035 Mfp cb414a All All All

Hardware Hp Laserjet M3035 Mfp cc519a All All All

Hardware Hp Laserjet M3035 Mfp cb414a All All All

Hardware Hp Laserjet M3035 Mfp cc519a All All All

Hardware Hp Laserjet M4345 Mfp cb425a All All All

Hardware Hp Laserjet M4345 Mfp cb425a All All All

Hardware Hp Laserjet M5025 Mfp q7840a All All All

Hardware Hp Laserjet M5025 Mfp q7840a All All All

Hardware Hp Laserjet M5035 Mfp q7829a All All All

Hardware Hp Laserjet M5035 Mfp q7829a All All All

Hardware Hp Laserjet M9040 Mpf cc394a All All All

Hardware Hp Laserjet M9040 Mpf cc394a All All All

Hardware Hp Laserjet M9050 Mpf cc395a All All All

Hardware Hp Laserjet M9050 Mpf cc395a All All All

Hardware Hp Laserjet P3005 q7812a All All All

Hardware Hp Laserjet P3005 q7812a All All All

Hardware Hp Laserjet P4014 cb507a All All All

Hardware Hp Laserjet P4014 cb507a All All All

Hardware Hp Laserjet P4015 cb509a All All All

Hardware Hp Laserjet P4015 cb509a All All All

Hardware Hp Laserjet P4515 cb514a All All All

Hardware Hp Laserjet P4515 cb514a All All All

References

Reference Source Link Tags

Verisign is a global provider of domain name registry services and internet infrastructure - Verisign IDEFENSE www.verisigninc.com

SSRT100936 HP h20566.www2.hp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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