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CVE-2012-5256

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Adobe Air from Adobe contain the foIIowing
vulnerability:

Adobe Flash Player before 10.3.183.29 and 11.x before 11.4.402.287
on Windows and Mac OS X, before 10.3.183.29 and 11.x before
11.2.202.243 on Linux, before 11.1.111.19 on Android 2.x and 3.x, and
before 11.1.115.20 on Android 4.x; Adobe AIR before 3.4.0.2710; and
Adobe AIR SDK before 3.4.0.2710 allow attackers to execute arbitrary
code or cause a denial of service (memory corruption) via unspecified vectors, a different
vulnerability than other Flash Player memory corruption CVEs listed in APSB12-22.

CVE-2012-5256 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH |

Access Access Authentication

Vector Complexity

Low (NN |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

[security-announce] openSUSE-SU-2013:0370-1: 9 SUSE openSUSE-SU-2013:0370

critical: flash-player: Upd

Adobe - Security Bulletins: APSB12-22 - Security F.\ CONFIRM

updates available for Adobe Flash Player www.adobe.com/support/security/bulletins/apsb12-
22.html
7y OSVDB 86033

IBM X-Force Exchange € XF adobe-cve20125256-code-exec(79077)



https://cve.report/
https://cve.report/CVE-2012-5256/mitre
https://cve.report/CVE-2012-5256/nist
https://cve.report/CVE-2012-5256/cve_org
https://cve.report/CVE-2012-5256.pdf
http://cve.report/software/adobe/adobe_air
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2013-02/msg00034.html
http://www.adobe.com/support/security/bulletins/apsb12-22.html
http://osvdb.org/86033
https://exchange.xforce.ibmcloud.com/vulnerabilities/79077

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.0.1 All All All
Application Adobe Adobe Air 1.0.4990 All All All
Application Adobe Adobe Air 1.0.8.4990 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.1.0.5790 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 1.5.0.7220 All All All
Application Adobe Adobe Air 1.5.1 All All All
Application Adobe Adobe Air 1.5.1.8210 All All All
Application Adobe Adobe Air 1.5.2 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 1.5.3.9120 All All All
Application Adobe Adobe Air 1.5.3.9130 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.2.12610 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.0.3.13070 All All All
Application Adobe Adobe Air 2.0.4 All All All
Application Adobe Adobe Air 2.5.0.16600 All All All
Application Adobe Adobe Air 2.5.1.17730 All All All
Application Adobe Adobe Air 2.6 All All All
Application Adobe Adobe Air 2.6.0.19120 All All All
Application Adobe Adobe Air 2.6.0.19140 All All All
Application Adobe Adobe Air 2.7 All All All
Application Adobe Adobe Air 2.7.0.1948 All All All

Application Adobe Adobe Air 2.7.0.19480 All All All
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dkak kR ok LRk ok,

cpe:2.3:a:adobe:flash_player:*:*:*:**:*:*:*:

LRk kR Lk akak.

cpe:2.3:a:adobe:flash_player_for_android:10.2.157.51 "™

Kk kKK kLK,

cpe:2.3:a:adobe:flash_player_for_android:10.3.186.7:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:adobe:flash_player_for_android:11.0.1.153:*:**:**:*:*:

cpe:2.3:a:adobe:flash_player_for_android:11.

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11.

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11.

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11

cpe:2.3:a:adobe:flash_player_for_android:11.

cpe:2.3:a:adobe:flash_player_for_android:11

1

.

A

1

A

A

1.

.

.

1.

A

A5

A7

118

1190

A5 7

cpe:2.3:a:adobe:flash_player_for_android:11.1.115.8:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player_for_android:10.1.106.17:*:*:*:*:*:*:*:

dkkak Lk akakak.

cpe:2.3:a:adobe:flash_player_for_android:11.1.111.10:*:****:*:*:

Ak kLK LK kLK LK,

cpe:2.3:a:adobe:flash_player_for_android:11.1.111.5:% "

cpe:2.3:a:adobe:flash_player_for_android:11.1.111.7:% "%

Ak kK Kk LK Lk,

cpe:2.3:a:adobe:flash_player_for_android:11.1.111.8:*:* """

Ak kKK kKK,

cpe:2.3:a:adobe:flash_player_for_android:11.1.111.9:*:* "%

dkakakak ok akuk.

cpe:2.3:a:adobe:flash_player_for_android:11.1.112.60:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player_for_android:11.1.112.61:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player_for_android:11.1.115.11 %%
cpe:2.3:a:adobe:flash_player_for_android:11.1.115.12:* "™
cpe:2.3:a:adobe:flash_player_for_android:11.1.115.7: " ™
cpe:2.3:a:adobe:flash_player_for_android:11.1.115.8:*:**:**:*:™:
cpe:2.3:a:adobe:flash_player_for_android:*:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player_for_android:*:*:*:*:*:*:*:*:
cpe:2.3:0:apple:mac_os_x:* "
cpe:2.3:0:apple:mac_os_x:* "
cpe:2.3:0:google:android:2.0:*:* "

cpe:2.3:0:google:android:2.0.1:* % %" *:

cpe:2.3:0:google:android:2.1:* " "

cpe:2.3:0:google:android:2.2:*:* " "

cpe:2.3:0:google:android:2.2.1:*:" "

cpe:2.3:0:google:android:2.2.2:%: "

cpe:2.3:0:google:android:2.2.3:*: %"

cpe:2.3:0:google:android:2.3:*: " "

cpe:2.3:0:google:android:2.3.1:%:":

cpe:2.3:0:google:android:2.3.2:%: %"

cpe:2.3:0:google:android:2.3.3:%: "

cpe:2.3:0:google:android:2.3.4:%: "

cpe:2.3:0:google:android:2.3.5:%:

cpe:2.3:0:google:android:2.3.6:%: "

cpe:2.3:0:google:android:2.3.7:%:

ARk kKK kK,

cpe:2.3:0:google:android:3.0:

cpe:2.3:0:google:android:3.1:*

cpe:2.3:0:google:android:3.2:*:*:*:*:* %



cpe:2.3:0:google:android:3.2.1:*:
cpe:2.3:0:google:android:3.2.2:%:*:*
cpe:2.3:0:google:android:3.2.4:**
cpe:2.3:0:google:android:3.2.6:*
cpe:2.3:0:google:android:4.0:*:****

cpe:2.3:0:google:android:4.0.1 %
cpe:2.3:0:google:android:4.0.2:** " * "
cpe:2.3:0:google:android:4.0.3:*:*:*** "%
cpe:2.3:0:google:android:4.0.4:***** "
cpe:2.3:0:google:android:4.1:*:*** "

cpe:2.3:0:google:android:2.0:*: " "

cpe:2.3:0:google:android:2.0.1:*:" "

cpe:2.3:0:google:android:2.1: " "

cpe:2.3:0:google:android:2.2:*:* " "

cpe:2.3:0:google:android:2.2.1:*:" "

cpe:2.3:0:google:android:2.2.2:%:": "

cpe:2.3:0:google:android:2.2.3:*: %"

cpe:2.3:0:google:android:2.3:*:* "

cpe:2.3:0:google:android:2.3.1:*:":

cpe:2.3:0:google:android:2.3.2:%: "

cpe:2.3:0:google:android:2.3.3:*: "

cpe:2.3:0:google:android:2.3.4:*: "

cpe:2.3:0:google:android:2.3.5:%: "

cpe:2.3:0:google:android:2.3.6:*:"

cpe:2.3:0:google:android:2.3.7:%:

AkLkLk kR Rk,

cpe:2.3:0:google:android:3.0: " "



cpe:2.3:0:google:android:3.1: " "

cpe:2.3:0:google:android:3.2:*:* "

cpe:2.3:0:google:android:3.2. 1 "k

cpe:2.3:0:google:android:3.2.2:**

cpe:2.3:0:google:android:3.2.4:

cpe:2.3:0:google:android:3.2.6:* % *

cpe:2.3:0:google:android:4.0:*:*

cpe:2.3:0:google:android:4.0.1:

cpe:2.3:0:google:android:4.0.2:** " * "%

cpe:2.3:0:google:android:4.0.3:* %" * "%

cpe:2.3:0:google:android:4.0.4:*:* " * "

cpe:2.3:0:google:android:4.1:* " "

No vendor comments have been submitted for this CVE
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