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Summary

CVE CVE-2012-5358

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-30 14:29:00 UTC

Updated 2017-11-18 17:40:00 UTC

Description The XSLTCompiledTransform function in Ektron Content Management System (CMS) before 8.02 SP5 configures the XSL with enableDocumentFunction set to true, which allows remote attackers to read arbitrary files and consequently bypass authentication, modify viewstate, cause a denial of service, or possibly have unspecified other impact via crafted XSL data.

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ektron Ektron Content Management System All sp4 All All

References

Reference Source Link Tags

Upgrading to Ektron version 8.02 SP5 CONFIRM documentation.ektron.com Issue Tracking, Vendor Advisory

CVE-2012-5357,CVE-1012-5358 Cool Ektron XSLT RCE Bugs « WebstersProdigy MISC webstersprodigy.net Exploit, Issue Tracking, Third Party Advisory

Microsoft Vulnerability Research Advisory MSVR12-016 MISC technet.microsoft.com Issue Tracking, Release Notes, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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