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Summary

CVE CVE-2012-5417

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-02 04:46:00 UTC

Updated 2013-02-26 04:51:00 UTC

Description Cisco Prime Data Center Network Manager (DCNM) before 6.1(1) does not properly restrict access to certain JBoss MainDeployer functionality, which allows remote attackers to execute arbitrary commands via JBoss Application Server Remote Method Invocation (RMI) services, aka Bug ID CSCtz44924.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Prime Data Center Network Manager 4.1(2) All All All

Application Cisco Prime Data Center Network Manager 4.1(3) All All All

Application Cisco Prime Data Center Network Manager 4.1(4) All All All

Application Cisco Prime Data Center Network Manager 4.1(5) All All All

Application Cisco Prime Data Center Network Manager 4.1\(2\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(3\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(4\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(5\) All All All

Application Cisco Prime Data Center Network Manager 4.2(1) All All All

Application Cisco Prime Data Center Network Manager 4.2(3) All All All

Application Cisco Prime Data Center Network Manager 4.2\(1\) All All All

Application Cisco Prime Data Center Network Manager 4.2\(3\) All All All

Application Cisco Prime Data Center Network Manager 5.0(2) All All All

Application Cisco Prime Data Center Network Manager 5.0(3) All All All

Application Cisco Prime Data Center Network Manager 5.0\(2\) All All All

Application Cisco Prime Data Center Network Manager 5.0\(3\) All All All

Application Cisco Prime Data Center Network Manager 5.1(1) All All All
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Application Cisco Prime Data Center Network Manager 5.1(1) All All All

Application Cisco Prime Data Center Network Manager 5.1(2) All All All

Application Cisco Prime Data Center Network Manager 5.1(3u) All All All

Application Cisco Prime Data Center Network Manager 5.1\(1\) All All All

Application Cisco Prime Data Center Network Manager 5.1\(2\) All All All

Application Cisco Prime Data Center Network Manager 5.1\(3u\) All All All

Application Cisco Prime Data Center Network Manager 5.2(2) All All All

Application Cisco Prime Data Center Network Manager 5.2(2a) All All All

Application Cisco Prime Data Center Network Manager 5.2(2b) All All All

Application Cisco Prime Data Center Network Manager 5.2(2c) All All All

Application Cisco Prime Data Center Network Manager 5.2(2e) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2a\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2b\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2c\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2e\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2\) All All All

Application Cisco Prime Data Center Network Manager 6.1(1a) All All All

Application Cisco Prime Data Center Network Manager 6.1(1b) All All All

Application Cisco Prime Data Center Network Manager 6.1\(1a\) All All All

Application Cisco Prime Data Center Network Manager 6.1\(1b\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(2\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(3\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(4\) All All All

Application Cisco Prime Data Center Network Manager 4.1\(5\) All All All

Application Cisco Prime Data Center Network Manager 4.2\(1\) All All All

Application Cisco Prime Data Center Network Manager 4.2\(3\) All All All

Application Cisco Prime Data Center Network Manager 5.0\(2\) All All All

Application Cisco Prime Data Center Network Manager 5.0\(3\) All All All

Application Cisco Prime Data Center Network Manager 5.1\(1\) All All All

Application Cisco Prime Data Center Network Manager 5.1\(2\) All All All

Application Cisco Prime Data Center Network Manager 5.1\(3u\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2a\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2b\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2c\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2e\) All All All

Application Cisco Prime Data Center Network Manager 5.2\(2\) All All All
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Application Cisco Prime Data Center Network Manager 6.1\(1a\) All All All

Application Cisco Prime Data Center Network Manager 6.1\(1b\) All All All

References

Reference Source

Cisco Prime Data Center Network Manager Remote Command Execution Vulnerability BID

Cisco Security Advisory: Cisco Prime Data Center Network Manager Remote Command Execution Vulnerability CISCO

Cisco Prime Data Center Network Manager JBoss RMI Services Let Remote Users Execute Arbitrary Commands - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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