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Summary

CVE CVE-2012-5445

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-28 11:48:00 UTC

Updated 2013-03-04 05:00:00 UTC

Description The kernel in Cisco Native Unix (CNU) on Cisco Unified IP Phone 7900 series devices (aka TNP phones) with software before 9.3.1-ES10 does not properly validate unspecified system calls, which allows attackers to execute arbitrary code or cause a denial of service (memory overwrite) via a crafted binary.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Skinny Client Control Protocol Software 1.0(1) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(2) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(2) sr1 All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(3) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(4) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(5) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(9) All All All
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Operating System Cisco Skinny Client Control Protocol Software 1.0\(3\) All All All
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Operating System Cisco Skinny Client Control Protocol Software 1.1(1) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.1\(1\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.2(1) All All All
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Hardware Cisco Unified Ip Phone 7906g 7971g All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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