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CVE-2012-5450

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACAVAUNCEIPIAP Certain versions of Cms Made Simple from Cmsmadesimple contain
’ the following vulnerability:

Cross-site request forgery (CSRF) vulnerability in
lib/filemanager/imagemanager/images.php in CMS Made Simple
(CMSMS) 1.11.2 and earlier allows remote attackers to hijack the
authentication of administrators for requests that delete arbitrary files
via the deld parameter.

CVE-2012-5450 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

WebSVN - cmsmadesimple - Diff - Rev 7476 and 8400 - () CONFIRM viewsvn.cmsmadesimple.or
/trunk/lib/filemanager/ImageManager/Classes/ImageManager.php repname=cmsmadesimple&path=%2Ftrun

About Secunia Research | Flexera Y{ SECUNIA 51185

IBM X-Force Exchange € XF cmsmadesimple-images-csrf(79881

File Not Found illm MISC www.htbridge.com/advisory/HTB

www.htbridge.com

text/html
Not Archived



https://cve.report/
https://cve.report/CVE-2012-5450/mitre
https://cve.report/CVE-2012-5450/nist
https://cve.report/CVE-2012-5450/cve_org
https://cve.report/CVE-2012-5450.pdf
http://cve.report/software/cmsmadesimple/cms_made_simple
http://cve.report/vendor/cmsmadesimple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://viewsvn.cmsmadesimple.org/diff.php?repname=cmsmadesimple&path=%252Ftrunk%252Flib%252Ffilemanager%252FImageManager%252FClasses%252FImageManager.php&rev=8400&peg=8498
https://cve.report/CVE-2012-5450/8de4b362
https://exchange.xforce.ibmcloud.com/vulnerabilities/79881
https://www.htbridge.com/advisory/HTB23121

CMS Made Simple 1.11.2 Cross Site Request Forgery ~ Packet 3

Storm packetstormsecurity.org
text/html

[ Exploit | (D) BUGTRAQ 20121107 Cross-Site Requ

archives.neohapsis.com

Not Archived

forum.cmsmadesimple.org
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

() MISC packetstormsecurity.org/files/117

CMS Made Simple « Information £3 CONFIRM forum.cmsmadesimple.org/

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Cmsmadesimple Cms Made Simple 0.1 All All All
Application Cmsmadesimple Cms Made Simple 0.10 All All All
Application Cmsmadesimple Cms Made Simple 0.10.1 All All All
Application Cmsmadesimple Cms Made Simple 0.10.2 All All All
Application Cmsmadesimple Cms Made Simple 0.10.3 All All All
Application Cmsmadesimple Cms Made Simple 0.10.4 All All All
Application Cmsmadesimple Cms Made Simple 0.11 All All All
Application Cmsmadesimple Cms Made Simple 0.11.1 All All All
Application Cmsmadesimple Cms Made Simple 0.11.2 All All All
Application Cmsmadesimple Cms Made Simple 0.12 All All All
Application Cmsmadesimple Cms Made Simple 0.12.1 All All All
Application Cmsmadesimple Cms Made Simple 0.12.2 All All All
Application Cmsmadesimple Cms Made Simple 0.13 All All All
Application Cmsmadesimple Cms Made Simple 0.2 All All All
Application Cmsmadesimple Cms Made Simple 0.2.1 All All All
Application Cmsmadesimple Cms Made Simple 0.3 All All All
Application Cmsmadesimple Cms Made Simple 0.3.1 All All All
Application Cmsmadesimple Cms Made Simple 0.3.2 All All All
Application Cmsmadesimple Cms Made Simple 0.4 All All All
Application Cmsmadesimple Cms Made Simple 0.4.1 All All All
Application Cmsmadesimple Cms Made Simple 0.5 All All All
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Cmsmadesimple
Cmsmadesimple
Cmsmadesimple
Cmsmadesimple
Cmsmadesimple
Cmsmadesimple
Cmsmadesimple
Cmsmadesimple

Cmsmadesimple

Cms Made Simple
Cms Made Simple
Cms Made Simple
Cms Made Simple
Cms Made Simple
Cms Made Simple
Cms Made Simple
Cms Made Simple

Cms Made Simple

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.1:%:*:*:*: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.1:%:%

ARk kKKK k.

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.2:%:*:**:

AkLk kKK kK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.3:%:*: %

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.4:%:*:**:*

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.11.1:%:

akLakk kKR ok,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.11.2:%:*: %%

ARk kR kLR k.

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12::*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12.1 % "

R I

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12.2:* "

akak koK Rk k.

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.13:*:*:*:*:*:*:*:

kKKK kK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.2:*:*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.2.1:*: " *:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3:*: " *:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3.1:*: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3.2:*:*:*:*:*:*:*:

kKoK kKK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.4:*:*:*:***:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.4.1:*:* "

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.5:%:*:*: "
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All
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cpe:2.3:a:cmsmadesimple:cms_made_simple:0.5.1 %"
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6:*:*:*:*:*:":*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.1:*:*:* "
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.2:*:*:*:*:*:*::
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.3:*:%:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7:%:*:*: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.1:*:% %
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.2:%:%:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.3:*:* "
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8.1:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8.2:%:*:*:*:*:*::
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9.1:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9.2:%:*:*:**:*::
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0:*:* "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.1 %%
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.2:%:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.3:*: ™
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.4: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.5:: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.6:*: " *:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1:*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.1:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.2:* %
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.3: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.3.1: %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.4:%:% "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2:*:*:*:*:*:*:*:



cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.1: "%

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.2:%:*:* %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.3:*:*:% %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.4:*:**:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.5:%:%:*:

B R R

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:%:* "

dkkakkkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:betal:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:beta2:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.4:*:*:*** "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.4.1:*:*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5:%:*:****:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.1:*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.2:%:**:*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.3:%:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.4:%*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.1:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.2:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.3: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.4:: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.5:*:**:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.6:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.7:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.7:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.7.1:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8:*:***:**:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8.1: %"

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8.2:% %"



cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9: " "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.1:*:% "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.2:%:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.3:* %"

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4:%:% "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4.1: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4.2:%:"

ARk LKLk LKL KLk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.1:%:*:*: "

dkkak ok kakk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10::*: %" *:*:

akLkLk kKKK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.1:%:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.2:%:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.3:%:*:* %

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.10.4:*: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.11.1:%:* %

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.11.2:%:*: %

akLakLak kR Rk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12.1:*: %
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.12.2:*:*:**:**::

ARk kR kR k.

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.13:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.2:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.2.1:*: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3:*: " *:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3.1:*: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.3.2:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.4:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.4.1 %"
cpe:2.3:a:cmsmadesimple:cms_made_simple:0.5:%:*:*: %"

~rna? Varmemadacimnlarme mada cimnlaN R A % *kkkokk,
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cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.1:*:*:" "

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.2:%:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.6.3:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7:%:*:*:*:**:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.1:*:% %

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.2:%:%:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.7.3:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8:*:*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8.1:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.8.2:%:*:*:**:*::

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9:*:*:*:**:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9.1:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:0.9.2:%:*:*:***::

kKK kKKK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0:*:*:****:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.1:**

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.2:%:*:*:***::

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.3: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.4:: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.5: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0.6:*: 7 :*:

Kk ok kR kLK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1:*

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.1:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.2:*

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.3: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.3.1: %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1.4:* %"

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2:%:*:*: %"



cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.1: "%

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.2:%:*:* %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.3:*:%:" %

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.4:*:%:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2.5:%%:* %

ARk LKLk LK LKLk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:%:*:*: "

dkkakkkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:betal:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:beta2:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.4:*:*:*** "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.4.1:**
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5:%:*:*** "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.1:*
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.2:%:*:*:* %
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.3:*:*: %
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.5.4:%**:***:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6:*:*:*:*:*:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.1:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.2:*: "™
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.3: "™
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.4:: "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.5:*: " *:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.6:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.6.7:*:*:*:**:*:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.7:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.7.1:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8:*:*:**:**:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8.1 %"

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.8.2:% %"



cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9:™:" """
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.1:* %"
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.2:*:* "
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.3:* %"
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4:*:%:*:
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4.1: " ™
cpe:2.3:a:cmsmadesimple:cms_made_simple:1.9.4.2:%:":*

ARk LKk KLk Lk Lk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:™:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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