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Summary

CVE CVE-2012-5468

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-18 01:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Heap-based buffer overflow in iconvert.c in the bogolexer component in Bogofilter before 1.2.3 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via an email containing a base64 string that is decoded to incomplete multibyte characters.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bogofilter Project Bogofilter 1.0.0 All All All

Application Bogofilter Project Bogofilter 1.0.1 All All All

Application Bogofilter Project Bogofilter 1.0.2 All All All

Application Bogofilter Project Bogofilter 1.0.3 All All All

Application Bogofilter Project Bogofilter 1.1.0 All All All

Application Bogofilter Project Bogofilter 1.1.1 All All All

Application Bogofilter Project Bogofilter 1.1.2 All All All

Application Bogofilter Project Bogofilter 1.1.3 All All All

Application Bogofilter Project Bogofilter 1.1.4 All All All

Application Bogofilter Project Bogofilter 1.1.5 All All All

Application Bogofilter Project Bogofilter 1.1.6 All All All

Application Bogofilter Project Bogofilter 1.1.7 All All All

Application Bogofilter Project Bogofilter 1.2.0 All All All

Application Bogofilter Project Bogofilter 1.2.1 All All All

Application Bogofilter Project Bogofilter 1.0.0 All All All

Application Bogofilter Project Bogofilter 1.0.1 All All All

Application Bogofilter Project Bogofilter 1.0.2 All All All
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Application Bogofilter Project Bogofilter 1.0.2 All All All

Application Bogofilter Project Bogofilter 1.0.3 All All All

Application Bogofilter Project Bogofilter 1.1.0 All All All

Application Bogofilter Project Bogofilter 1.1.1 All All All

Application Bogofilter Project Bogofilter 1.1.2 All All All

Application Bogofilter Project Bogofilter 1.1.3 All All All

Application Bogofilter Project Bogofilter 1.1.4 All All All

Application Bogofilter Project Bogofilter 1.1.5 All All All

Application Bogofilter Project Bogofilter 1.1.6 All All All

Application Bogofilter Project Bogofilter 1.1.7 All All All

Application Bogofilter Project Bogofilter 1.2.0 All All All

Application Bogofilter Project Bogofilter 1.2.1 All All All

Application Bogofilter Project Bogofilter All All All All

References

Reference

Security Advisory SA51334 - bogofilter Base64 Character Set Conversion Denial of Service Vulnerability - Secunia

bogofilter CVE-2012-5468 Heap Memory Corruption Vulnerability

bogofilter -- Fast Bayesian Spam Filter / Code / [r7018]

Security Advisory SA51521 - Debian update for bogofilter - Secunia

IBM X-Force Exchange

Debian -- Security Information -- DSA-2585-1 bogofilter

bogofilter -- Fast Bayesian Spam Filter / Code / [r7018]

883358 – (CVE-2012-5468) CVE-2012-5468 bogofilter: Heap-based buffer overflow by decoding invalid base64 code (that decodes to incomplete multibyte characters)

Encountered a 404 error

Support / Security / Advisories / / MDVSA-2013:064 | Mandriva

oss-security - CVE-2012-5468: bogofilter-SA-2012-01

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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