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Summary

CVE CVE-2012-5483

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-26 22:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description tools/sample_data.sh in OpenStack Keystone 2012.1.3, when access to Amazon Elastic Compute Cloud (Amazon EC2) is configured, uses world-readable permissions for /etc/keystone/ec2rc, which allows local users to obtain access to EC2 services by reading administrative access and secret values from this file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone 2012.1.3 All All All

Application Openstack Keystone 2012.1.3 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com

OpenStack Keystone CVE-2012-5483 Insecure File Permissions Vulnerability BID www.securityfocus.com

873447 – (CVE-2012-5483) CVE-2012-5483 OpenStack: Keystone /etc/keystone/ec2rc secret key exposure MISC bugzilla.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 17 Update: openstack-keystone-2012.1.3-3.fc17 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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