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CVE-2012-5499

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCENAP Certain versions of Plone from Plone contain the following vulnerability:

python_scripts.py in Plone before 4.2.3 and 4.3 before beta 1 allows
remote attackers to cause a denial of service (memory consumption)
via a large value, related to formatColumns.

CVE-2012-5499 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

874657 — (CVE-2012-5499) CVE-2012- ) MISC bugzilla.redhat.com/show_bug.cgi?id=874657

5499 conga (Plone): Partial denial of

service through internal function

Plone Hotfix 20121106 — Plone CMS: [ Patch | ® CONFIRM plone.org/products/plone-hotfix/releases/20121106
Open Source Content Management

oss-security - Re: Re: CVE Request - (¢ > MLIST [oss-security] 20121109 Re: Re: CVE Request - Zope /

Zope / Plone: Multiple vectors corrected [T Plone: Multiple vectors corrected within 20121106 fix

within 20121106 fix

Porta

CVE-2012-5499 - Red Hat Customer & MISC access.redhat.com/security/cve/CVE-2012-5499

Partial denial of service throuah internal (» CONFIRM


https://cve.report/
https://cve.report/CVE-2012-5499/mitre
https://cve.report/CVE-2012-5499/nist
https://cve.report/CVE-2012-5499/cve_org
https://cve.report/CVE-2012-5499.pdf
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=874657
https://web.archive.org/web/2012/https://plone.org/products/plone-hotfix/releases/20121106
http://www.openwall.com/lists/oss-security/2012/11/10/1
https://access.redhat.com/security/cve/CVE-2012-5499

function — Plone CMS: Open Source
Content Management

Red Hat Customer Portal

Red Hat Customer Portal

Products.CMFPlone/CHANGES.ixt at
4.2.3 - plone/Products.CMFPlone -
GitHub

web.archive.org
text/html

Not Archived

web.archive.org
text/html

Not Archived

access.redhat.com
text/html

text/html

plone.org/products/plone/security/advisories/20121106/15

& REDHAT RHSA-2014:1194

& MISC access.redhat.com/errata/RHSA-2014:1194

() CONFIRM
github.com/plone/Products.CMFPlone/blob/4.2.3/docs/CHANGES.txt

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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cpe:2.3:a:plone:plone:2.1.2: " ™

cpe:2.3:a:plone:plone:2.1.3: " ™

cpe:2.3:a:plone:plone:2.1.4:*

cpe:2.3:a:plone:plone:2.5:*

cpe:2.3:a:plone:plone:2.5.1

cpe:2.3:a:plone:plone:2.5.2:

cpe:2.3:a:plone:plone:2.5.3:

cpe:2.3:a:plone:plone:2.5.4:

cpe:2.3:a:plone:plone:2.5.5:*:**:**:*:*:

koK kKKK,

cpe:2.3:a:plone:plone:3.0:****:*:*:

cpe:2.3:a:plone:plone:3.0.1: """ ™

cpe:2.3:a:plone:plone:3.0.2:* """ *:™:

cpe:2.3:a:plone:plone:3.0.3:*:*: """

cpe:2.3:a:plone:plone:3.0.4:* """ ™

cpe:2.3:a:plone:plone:3.0.5:*: ™"

cpe:2.3:a:plone:plone:3.0.6:*:*:":*:*:

cpe:2.3:a:plone:plone:3.1: " "™

cpe:2.3:a:plone:plone:3.1.1: """ ™

cpe:2.3:a:plone:plone:3.1.2:%: " ™

cpe:2.3:a:plone:plone:3.1.3:™: ™" ™

cpe:2.3:a:plone:plone:3.1.4: """ ™

cpe:2.3:a:plone:plone:3.1.5. 1 """

cpe:2.3:a:plone:plone:3.1.6:*: "

cpe:2.3:a:plone:plone:3.1.7:% "

ak kLKL Lk LKLk,

cpe:2.3:a:plone:plone:3.2:*:*:**:*:*:*:

cpe:2.3:a:plone:plone:3.2.1:*: "

cpe:2.3:a:plone:plone:3.2.2:%: "

cpe:2.3:a:plone:plone:3.2.3: " ™" ™



kKoK kKKK,

cpe:2.3:a:plone:plone:3.3:*:*:*:*:**:*:

cpe:2.3:a:plone:plone:3.3.1:*:

cpe:2.3:a:plone:plone:3.3.2:

cpe:2.3:a:plone:plone:3.3.3: " ™

cpe:2.3:a:plone:plone:3.3.4:

cpe:2.3:a:plone:plone:3.3.5: : * " :™:

Rk ok kR kK,

cpe:2.3:a:plone:plone:4.0::*:*:**:*:*:

cpe:2.3:a:plone:plone:4.0.1:

cpe:2.3:a:plone:plone:4.0.2:*:*

cpe:2.3:a:plone:plone:4.0.3:*:**:*

cpe:2.3:a:plone:plone:4.0.4:*:* ">

cpe:2.3:a:plone:plone:4.0.5:* """ ™

cpe:2.3:a:plone:plone:4.0.6.1:*:*:** "

cpe:2.3:a:plone:plone:4.1:*:******:

cpe:2.3:a:plone:plone:4. 1.4 "

cpe:2.3:a:plone:plone:4.1.5: " " ™

cpe:2.3:a:plone:plone:4.1.6:*:* " " ™

cpe:2.3:a:plone:plone:4.2:*: """

akk Lk akakuk.

cpe:2.3:a:plone:plone:4.2:b2:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:plone:plone:4.2:rct:*:*:**":*:

cpe:2.3:a:plone:plone:4.2.0.1:*:* " :*:

cpe:2.3:a:plone:plone:4.2.1:*: "

cpe:2.3:a:plone:plone:4.2.1. 1 **: "

cpe:2.3:a:plone:plone:4.3:*:***:*:*:*:

ARAD QiacnlanAacnlAanasd Nk ok ok ok ok ak k.,
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cpe:2.3:a:plone:plone:1.0.1:

cpe:2.3:a:plone:plone:1.0.2:*:*

cpe:2.3:a:plone:plone:1.0.3:

cpe:2.3:a:plone:plone:1.0.4:*:

cpe:2.3:a:plone:plone:1.0.5:

cpe:2.3:a:plone:plone:1.0.6:*:*

SRk kKK kK,

cpe:2.3:a:plone:plone:2.0:*:**:*

cpe:2.3:a:plone:plone:2.0.1:

cpe:2.3:a:plone:plone:2.0.2:*:*:

cpe:2.3:a:plone:plone:2.0.3:*:*: ™

cpe:2.3:a:plone:plone:2.0.4:*:*** ">

cpe:2.3:a:plone:plone:2.0.5:* """ ™

cpe:2.3:a:plone:plone:2.1: " *:*:

cpe:2.3:a:plone:plone:2.1.1: " " ™

cpe:2.3:a:plone:plone:2.1.2:*: " " ™

cpe:2.3:a:plone:plone:2.1.3:* """ ™

cpe:2.3:a:plone:plone:2.1.4:*: """

cpe:2.3:a:plone:plone:2.5:: """

cpe:2.3:a:plone:plone:2.5.1: " ™" ™

cpe:2.3:a:plone:plone:2.5.2:* """ ™

cpe:2.3:a:plone:plone:2.5.3:* """ ™

cpe:2.3:a:plone:plone:2.5.4:*:%:*:*:*:

cpe:2.3:a:plone:plone:2.5.5:*:%: "

ARk LKLk LKLk Lk,

cpe:2.3:a:plone:plone:3.0:*: 7 :*:*:*:

cpe:2.3:a:plone:plone:3.0.1 %

cpe:2.3:a:plone:plone:3.0.2:%: "

cpe:2.3:a:plone:plone:3.0.3:*: "

cpe:2.3:a:plone:plone:3.0.4: " ™



cpe:2.3:a:plone:plone:3.0.5:%:*:*:**:*:*:

cpe:2.3:a:plone:plone:3.0.6:*:*:*:**:*:*:

kKK kKKK,

cpe:2.3:a:plone:plone:3.1: ™

cpe:2.3:a:plone:plone:3.1.1:

cpe:2.3:a:plone:plone:3.1.2:

cpe:2.3:a:plone:plone:3.1.3:

cpe:2.3:a:plone:plone:3.1.4:

cpe:2.3:a:plone:plone:3.1.5.1: ™

cpe:2.3:a:plone:plone:3.1.6:*

cpe:2.3:a:plone:plone:3.1.7:

cpe:2.3:a:plone:plone:3.2: " :**:

cpe:2.3:a:plone:plone:3.2.1: """ ™

cpe:2.3:a:plone:plone:3.2.2:* """ ™

cpe:2.3:a:plone:plone:3.2.3:* """ ™

cpe:2.3:a:plone:plone:3.3: " :"*:

cpe:2.3:a:plone:plone:3.3.1: """ ™

cpe:2.3:a:plone:plone:3.3.2:* """ ™

cpe:2.3:a:plone:plone:3.3.3:*: """

cpe:2.3:a:plone:plone:3.3.4:": """ ™

cpe:2.3:a:plone:plone:3.3.5:*: """

cpe:2.3:a:plone:plone:4.0:: ™"

cpe:2.3:a:plone:plone:4.0.1:*: "

cpe:2.3:a:plone:plone:4.0.2:%:*:*:*

cpe:2.3:a:plone:plone:4.0.3:*: "

cpe:2.3:a:plone:plone:4.0.4:*: "

cpe:2.3:a:plone:plone:4.0.5:%*: "

cpe:2.3:a:plone:plone:4.0.6.1:*:****:*:*:

ARk kKK LKLk,

cpe:2.3:a:plone:plone:4.1:*:***: %



cpe:2.3:a:plone:plone:4.1.4: >
cpe:2.3:a:plone:plone:4.1.5:%*
cpe:2.3:a:plone:plone:4.1.6:*: " ™
cpe:2.3:a:plone:plone:4.2:*:

cpe:2.3:a:plone:plone:4.2:a1:*:**:*:*::
cpe:2.3:a:plone:plone:4.2:a2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2:b1:

cpe:2.3:a:plone:plone:4.2:b2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2:rc2:*:*:*:**:*:

cpe:2.3:a:plone:plone:4.2.0.1: ¥ "

cpe:2.3:a:plone:plone:4.2.1 > " "

cpe:2.3:a:plone:plone:4.2.1. 1 "

No vendor comments have been submitted for this CVE
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