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Summary

CVE CVE-2012-5519

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-20 00:55:00 UTC

Updated 2023-02-13 00:26:00 UTC

Description CUPS 1.4.4, when running in certain Linux distributions such as Debian GNU/Linux, stores the web interface administrator key in /var/run/cups/certs/0 using certain permissions, which allows local users in the lpadmin group to read or write arbitrary files as root by leveraging the web interface.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Cups 1.4.4 All All All

Application Apple Cups 1.4.4 All All All

Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All
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[security-announce] openSUSE-SU-2015:1056-1: critical: Security update f SUSE lists.opensuse.org
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oss-security - Re: Privilege escalation (lpadmin -> root) in cups MLIST www.openwall.com

875898 – (CVE-2012-5519) CVE-2012-5519 cups: privilege escalation for users of the CUPS SystemGroup group MISC bugzilla.redhat.com

APPLE-SA-2013-06-04-1 OS X Mountain Lion v10.8.4 and Security Update 2013-002 APPLE lists.apple.com

USN-1654-1: CUPS vulnerability | Ubuntu UBUNTU www.ubuntu.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

About the security content of OS X Mountain Lion v10.8.4 and Security Update 2013-002 CONFIRM support.apple.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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