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Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-27 11:47:00 UTC
Updated 2023-11-07 02:12:00 UTC
Description The main function in tools/hv/hv_kvp_daemon.c in hypervkvpd, as distributed in the Linux kernel before 3.8-rc1, allows loca
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 3.0 rci All All
Operating System Linux Linux Kernel 3.0 rc2 All All
Operating System Linux Linux Kernel 3.0 rc3 All All
Operating System Linux Linux Kernel 3.0 rc4 All All
Operating System Linux Linux Kernel 3.0 rch All All
Operating System Linux Linux Kernel 3.0 rcé All All
Operating System Linux Linux Kernel 3.0 rc7 All All
Operating System Linux Linux Kernel 3.0.1 All All All
Operating System Linux Linux Kernel 3.0.10 All All All
Operating System Linux Linux Kernel 3.0.11 All All All
Operating System Linux Linux Kernel 3.0.12 All All All
Operating System Linux Linux Kernel 3.0.13 All All All
Operating System Linux Linux Kernel 3.0.14 All All All
Operating System Linux Linux Kernel 3.0.15 All All All
Operating System Linux Linux Kernel 3.0.16 All All All
Operating System Linux Linux Kernel 3.0.17 All All All
Operating System Linux Linux Kernel 3.0.18 All All All
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Linux Kernel hypervkvpd 'hv_kvp_daemon.c' Netlink Packet Processing Denial of Service Vulnerability
tools: hv: Netlink source address validation allows DoS - torvalds/linux@95a69ad - GitHub
kernel/git/torvalds/linux.git - Linux kernel source tree

kernel/git/torvalds/linux.git - Linux kernel source tree

oss-security - Re: CVE-2012-5532 hypervkvpd DoS

Red Hat Customer Portal

Support / Security / Advisories // MDVSA-2013:176 | Mandriva

Access Denied

Bug 877572 — CVE-2012-5532 hypervkvpd: Netlink source address validation allows denial of service
Index of /pub/linux/kernel/v3.x/testing

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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