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AVAVAGHAUSICAIPIAN Certain versions of Om Maximenu from Daniel Honrade contain the
' following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in the OM Maximenu
module 6.x-1.x before 6.x-1.44 and 7.x-1.x before 7.x-1.44 for Drupal
allow remote authenticated users with the "administer OM Maximenu"
permission to inject arbitrary web script or HTML via the (1) Menu Title
(2) Link Title, (3) Path Query, (4) Anchor, or (5) vocabulary names.

CVE-2012-5553 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

[ HiGH.

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SA-CONTRIB-2012-160 - OM Maximenu - Cross Site

Scripting (XSS) | drupal.org Vendor Advisory
drupal.org
text/html

& MISC drupal.org/node/1834866

om_maximenu 7.x-1.44 | drupal.org & CONFIRM drupal.org/node/1834048

drupal.org
text/html

Mad Irish :: Drupal OM Maximenu Multiple Vulnerabilities www.madirish.net [ MISC www.madirish.net/551

oss-security - Re: CVE Request for Drupal Contributed ITETEIEIEEEY  « O MLIST [oss-security] 20121120 Re: CVE Request for
Modules text/html Drupal Contributed Modules



https://cve.report/
https://cve.report/CVE-2012-5553/mitre
https://cve.report/CVE-2012-5553/nist
https://cve.report/CVE-2012-5553/cve_org
https://cve.report/CVE-2012-5553.pdf
http://cve.report/software/daniel_honrade/om_maximenu
http://cve.report/vendor/daniel_honrade
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://drupal.org/node/1834866
http://drupal.org/node/1834048
http://www.madirish.net/551
http://www.openwall.com/lists/oss-security/2012/11/20/4

om_maximenu 6.x-1.44 | drupal.org | Patch |

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

® CONFIRM drupal.org/node/1834046

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Daniel Honrade Om Maximenu 6.x-1.0 All All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rcl All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rc2 All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rc3 All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rcd All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rch All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rcé All All
Application Daniel Honrade Om Maximenu 6.x-1.0 rc7 All All
Application Daniel Honrade Om Maximenu 6.x-1.1 All All All
Application Daniel Honrade Om Maximenu 6.x-1.10 All All All
Application Daniel Honrade Om Maximenu 6.x-1.11 All All All
Application Daniel Honrade Om Maximenu 6.x-1.12 All All All
Application Daniel Honrade Om Maximenu 6.x-1.13 All All All
Application Daniel Honrade Om Maximenu 6.x-1.14 All All All
Application Daniel Honrade Om Maximenu 6.x-1.15 All All All
Application Daniel Honrade Om Maximenu 6.x-1.16 All All All
Application Daniel Honrade Om Maximenu 6.x-1.17 All All All
Application Daniel Honrade Om Maximenu 6.x-1.18 All All All
Application Daniel Honrade Om Maximenu 6.x-1.19 All All All
Application Daniel Honrade Om Maximenu 6.x-1.2 All All All
Application Daniel Honrade Om Maximenu 6.x-1.20 All All All
Application Daniel Honrade Om Maximenu 6.x-1.21 All All All
Application Daniel Honrade Om Maximenu 6.x-1.22 All All All
Application Daniel Honrade Om Maximenu 6.x-1.23 All All All
Application Daniel Honrade Om Maximenu 6.x-1.24 All All All
Application Daniel Honrade Om Maximenu 6.x-1.25 All All All
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akLk kKK LKLk,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:*:**:*:*

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc1

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc3

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc4

kKK kKK,

kKK KLk Lk,

kKK kKK,
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Kk kKKK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc5:*:*:*:*:*:*:

kKK kK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc7:*:*:*:*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.1:** " "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.10:*:*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.11:* %

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.12:*:*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.13:*:**:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.14:*:*****:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.15:****:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.16:*:*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.17:%:*** "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.18:":*:***:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.19:*:**:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.2:*:*:* """

dkkakukakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.28:*:**:*:*:*:*:

dkkakukkakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.29:*:**:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.3:*:*:*:*:*

dkukak Lk kakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.30:*:*:*:*:*:*:*:

dkkakk Lk akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.31:*:**:***:*:

dkkakkakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.32:*:**:*:*:*:*:



dk Rk Lk akakak,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.33:*:**:*:*:*:*:

Lk Lk k kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.35:: " :*:*:

Lk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.36::*:*:*:*:*:*:

Sk Lk ak kR akak,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.37:*:**:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.39::*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.4:******:*:

Sk ok akakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.41:******:*:

sk ok akakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.42:*:*:*:**:*:*:
cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.43:*:*:* "
cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.5:*** """
cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.6:*:*:*:":*:*:*:
cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.7:**":* "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.8:*:*:":":*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.9:*:*:*:*:*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.0:*:* "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.1:*** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.10:":"** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.11:%:"* "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.12:%:****

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.13:*:*

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.14:*:*****:*:

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.15:*:* %% "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.16:*:*****:*:

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.17:*:* %"



dk Lk ak Lk akakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.18:*:*****:*:

Sk Lk k kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.19:*:*****:*:

Kk kKK kK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.2:**: "

Sk Lk ak kR akak,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.21:: ™

Sk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.22:*:****:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.24::*****:*:

Wk Rk kR akak,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.25:*****:*:

dkakakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.26::*:*:**:*:*:

dkukakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.37:%:* "

dkukakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.38:":"*:**:*:*:

dkukakukakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.39:*:**:* "

aKLk kKL kKK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.4:** " **:

dkakakukakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.40:*:*** "

dkkakkkakuk.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.41: " **:*:

rna2 R:adaniel hanrade:nm maximeniit7 y-1 AR-*-*-xkkokok.
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KLk kKK kK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.5:%* "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.6:**:****:*:

KLk ak kKKK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.7:** "
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.8:******:*:
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.9:******:*:

Kk ak kKK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.x:dev:*:*:*:*:*:*:

KKk ok kKK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:*:**:***:*:

SRk kKKK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc1:*:*:**:*:*:

Rk ok kKK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc2:*:*:**:*:*:

kKK kK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.0:rc3:*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.1::*:* """

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.10:":*:*:**:*:":

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.11:%:* "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.12:%:*:*:*:*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.13:*:* "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.14:*:**:* "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.15:%:*****:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.16:*:**:*:*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.17:%:*****:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.18:*:**:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.2:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.20:*:*:*:*:*:*:*:



dk Rk ok akakak,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.22:*:**:*:*:*:*:

dkuk ok kakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.24::*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.25::*:*:**:*:*:

Sk Rk kR akak,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.26::*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.27::*:***:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.28::*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.29:*:*:*:*:*:*:*:

Kk koK kR k.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.3:**:*:***:*:

Sk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.30:*:*:*:**:*:*:

Sk ok akakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.31:":* "

dkkakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.43:*:**:***:*":

akLk kLKL kKK,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.5:****:**:*:
cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.6:*:*:*:*:*:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.7:** "

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.8:*:*:*:*:*:*:*:



cpe:Z.d:a:daniel_honrade:om_maximenu:o.X-1.9:7:7" "

KKk KRk,

cpe:2.3:a:daniel_honrade:om_maximenu:6.x-1.x:dev:*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.0:** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.1: "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.10:: "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.11: %

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.12:** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.13:** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.14:** "

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.15: %%

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.16:*:*:*:**:*:*:

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.17:%:* > %"

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.18:":*****:*:

dkakakukakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.26:*:":*:*:*:*:":

dkakakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.27:*:* "

dkukakakakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.29:*:**:***:*:

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.3:*:*: " "

dkukakkakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.30:*:**:***:*:

dkukakkkakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.31:*:***

dk Lk akukakakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.32:*:**:**:*:*:



dkk ok k Lk akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.34:*:*****:*:

Sk Lk k Lk akakak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.35::****:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.39:*:*:*:**:*:*:

Kk kKR kK,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.4:******:*:

Wk ok ak kR akak.

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.40::*****:*:

Wk Rk kR akak,

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.41:* %
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.43:":* "
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.5:** """
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.6:*:*:*:":*:*:*:
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.7:*** "
cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.8:*: """

cpe:2.3:a:daniel_honrade:om_maximenu:7.x-1.9:*:*:* """

No vendor comments have been submitted for this CVE
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