VE-2012-55/2

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2012-5572
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-30 14:55:00 UTC
Updated 2014-06-24 17:07:00 UTC
Description CRLF injection vulnerability in the cookie method (lib/Dancer/Cookie.pm) in Dancer before 1.3114 allows remote attackers 1

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dancer Dancer 1.150 All All All
Application Dancer Dancer 1.3060 All All All
Application Dancer Dancer 1.3071 All All All
Application Dancer Dancer 1.3079_3 All All All
Application Dancer Dancer 1.3079_5 All All All
Application Dancer Dancer 1.3110 All All All
Application Dancer Dancer 1.3111 All All All
Application Dancer Dancer 1.3111_01 All All All
Application Dancer Dancer 1.3112 All All All
Application Dancer Dancer 1.150 All All All
Application Dancer Dancer 1.3060 All All All
Application Dancer Dancer 1.3071 All All All
Application Dancer Dancer 1.3079_3 All All All
Application Dancer Dancer 1.3079_5 All All All
Application Dancer Dancer 1.3110 All All All
Application Dancer Dancer 1.3111 All All All
Application Dancer Dancer 1.3111 01 All All All
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Application Dancer Dancer 1.3112 All All All

Application Dancer Dancer All All All All
Reference

[SECURITY] Fedora 18 Update: perl-Dancer-1.3100-3.fc18

oss-security - Re: CVE Request -- Dancer.pm / perl-Dancer / libdancer-perl: Newline injection due to improper CRLF escaping in cookie() and
Support / Security / Advisories / / MDVSA-2013:184 | Mandriva

Mageia Advisory: MGASA-2013-0183 - Updated perl-Dancer package fixes CVE-2012-5572

Cookie name CRLF injection - Issue #859 - PerlDancer/Dancer - GitHub

Page not found - GitHub - GitHub

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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