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AVNACUAUNCNINAP Certain versions of Tor from Torproject contain the following
’ vulnerability:

The connection_edge_process_relay cell function in or/relay.c in Tor
before 0.2.3.25 maintains circuits even if an unexpected SENDME cell
arrives, which might allow remote attackers to cause a denial of service
(memory consumption or excessive cell reception rate) or bypass
intended flow-control restrictions via a RELAY_COMMAND_ SENDME

command.

CVE-2012-5573 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
= (@ CONFIRM
gitweb.torproject.org/arma/tor.git/commitdiff/b9b54568c0bb64c32bd0b362954bdbc8c
gitweb.torproject.org (D) CONFIRM gitweb.torproject.org/tor.git/blob/release-0.2.3:/ReleaseNotes

Git - tor.git/blob -
ReleaseNotes

IBM X-Force € XF tor-sendme-dos(80289)
Exchange
oss-security - Re: tor openwall.com ¢ > MLIST [oss-security] 20121126 Re: tor DoS via SENDME cells

NnS via SENNDMF

|


https://cve.report/
https://cve.report/CVE-2012-5573/mitre
https://cve.report/CVE-2012-5573/nist
https://cve.report/CVE-2012-5573/cve_org
https://cve.report/CVE-2012-5573.pdf
http://cve.report/software/torproject/tor
http://cve.report/vendor/torproject
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://gitweb.torproject.org/arma/tor.git/commitdiff/b9b54568c0bb64c32bd0b362954bdbc8c1234b16
https://gitweb.torproject.org/tor.git/blob/release-0.2.3:/ReleaseNotes
https://exchange.xforce.ibmcloud.com/vulnerabilities/80289
http://openwall.com/lists/oss-security/2012/11/26/11

880310 — (CVE-2012-
5573) CVE-2012-5573
tor: denial of service
when handling
SENDME cells

About Secunia
Research | Flexera

Gentoo Linux
Documentation -- Tor:
Multiple vulnerabilities

#6252 (We obey
sendme cells even
when we shouldn't get
them) — Tor Bug
Tracker & Wiki

444804 — (CVE-2012-
5573)

bugzilla.redhat.com
text/html

text/plain

security.gentoo.org
text/html
t

Vendor Advisory
trac.torproject.org
ext/html

bugs.gentoo.org
text/html

) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=880310

»{ SECUNIA 51329

E3J GENTOO GLSA-201301-03

B CONFIRM trac.torproject.org/projects/tor/ticket/6252

E3 CONFIRM bugs.gentoo.org/show_bug.cgi?id=444804

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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Application

Torproject
Torproject
Torproject
Torproject
Torproject

Torproject

Tor

Tor

Tor

Tor

Tor

Tor

cpe:2.3:a:torproject:tor:0.0.2:* %" "

akk Lk kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre14:*:*:***::

kLK Lk kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre15:*:*:**

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre19:*:*:*:**:*:

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre20:*:*:*:*:*:*:

KKk akk k.

cpe:2.3:a:torproject:tor:0.0.2:pre24:*:**:*:*:*:

Kk ak KRk,

cpe:2.3:a:torproject:tor:0.0.2:pre25:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:torproject:tor:0.0.2:pre26:*:*:*:*:*:*:
cpe:2.3:a:torproject:tor:0.0.2:pre27:*:*:*:*:*:*:
cpe:2.3:a:torproject:tor:0.0.3:**: 1%
cpe:2.3:a:torproject:tor:0.0.4: % %
cpe:2.3:a:torproject:tor:0.0.5: % %
cpe:2.3:a:torproject:tor:0.0.6:* % 1%
cpe:2.3:a:torproject:tor:0.0.6.1 % "%

cpe:2.3:a:torproject:tor:0.0.6.2:%: "

cpe:2.3:a:torproject:tor:0.0.7:% 7 "%

N T R A R R R

0.2.3.18

0.2.3.19

0.2.3.20

0.2.3.21

0.2.3.22

0.2.3.23
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rc

Ic

rc

rc
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All

All

All

All

All
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Ccpe:z.3:a:1orprojectioriv.u. /. 1mmimininrl

cpe:2.3:a:torproject:tor:0.0.7.2:%:%:%

cpe:2.3:a:torproject:tor:0.0.7.3:*:":"

cpe:2.3:a:torproject:tor:0.0.8.1:" " ™

cpe:2.3:a:torproject:tor:0.0.9.1:" "

cpe:2.3:a:torproject:tor:0.0.9.2:%:%: "

cpe:2.3:a:torproject:tor:0.0.9.3:%:*: "

cpe:2.3:a:torproject:tor:0.0.9.4:%: "

cpe:2.3:a:torproject:tor:0.0.9.5:% "

cpe:2.3:a:torproject:tor:0.0.9.6:%:*: "

cpe:2.3:a:torproject:tor:0.0.9. 7% "

cpe:2.3:a:torproject:tor:0.0.9.8:*: "

cpe:2.3:a:torproject:tor:0.0.9.9:™ "

dkk Lk ak ok akuk.

cpe:2.3:a:torproject:tor:0.1.0.10: " ™

dkuk kR ok akak.

cpe:2.3:a:torproject:tor:0.1.0. 14

dkuk kR ok akuk.

cpe:2.3:a:torproject:tor:0.1.0.15:

Lk kR kR ok ak,

cpe:2.3:a:torproject:tor:0.1.1.271

dk kR ok akakak,

cpe:2.3:a:torproject:tor:0.1.1.22:* "

dkakak kR akak.

cpe:2.3:a:torproject:tor:0.1.1.23:*: "

dkakak kR Rk,

cpe:2.3:a:torproject:tor:0.1.1.24 %%



L

cpe:2.3:a:torproject:tor:0.1.2.19:%:":*

dkukakakakakuk.

cpe:2.3:a:torproject:tor:0.2.0.30: ™"

R

cpe:2.3:a:torproject:tor:0.2.0.31: %" ™

O

cpe:2.3:a:torproject:tor:0.2.0.32:*:*:*

dkkakokakakuk.

cpe:2.3:a:torproject:tor:0.2.0.34 %"

dkak Lk ak ok akuk.

cpe:2.3:a:torproject:tor:0.2.0.35:

dkakakakakakuk.

cpe:2.3:a:torproject:tor:0.2.2.18:*:*:* 7

dk KLk kR ukuk.

cpe:2.3:a:torproject:tor:0.2.2.19:*:*****:*:

dkak kR Lk akak.

cpe:2.3:a:torproject:tor:0.2.2.21 %%

dkuk kR Lk akak.

cpe:2.3:a:torproject:tor:0.2.2.22:*

dk Kk ok Rk k.

cpe:2.3:a:torproject:tor:0.2.2.23:

dkak kR ok akak.

cpe:2.3:a:torproject:tor:0.2.2.24 %

dkakakakakakak.

cpe:2.3:a:torproject:tor:0.2.2.28:*:*:*

dk Kk kR akak,

cpe:2.3:a:torproject:tor:0.2.2.29:**:* ¥



dkkakkakakak.

cpe:2.3:a:torproject:tor:0.2.2.38:*:":*

cpe:2.3:a:torproject:tor:0.2.3:*:* "%

akakLkakakuk.

cpe:2.3:a:torproject:tor:0.2.3.13:alpha:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:torproject:tor:0.2.3.14:alpha:*:*:*:*:*:*:

dkak Lk okakuk.

cpe:2.3:a:torproject:tor:0.2.3.15:alpha:*:*:*:*:*:*:

akakkokukuk.

cpe:2.3:a:torproject:tor:0.2.3.16:alpha:*:*:*:*:*:*:

dkukakukkak.

cpe:2.3:a:torproject:tor:0.2.3.18:rc:*: "

Skk Lk ukkak.

cpe:2.3:a:torproject:tor:0.2.3.19:rc:*: "

Skk Lk kkuk.

cpe:2.3:a:torproject:tor:0.2.3.20:rc:*: 7

Skk ok kkak.

cpe:2.3:a:torproject:tor:0.2.3.21:rc:*: 7

Skkkkkuk.

cpe:2.3:a:torproject:tor:0.2.3.23:rc:*:*

LRk kR kuk.

cpe:2.3:a:torproject:tor:*:re:

cpe:2.3:a:torproject:tor:0.0.2:**: "

Kk ak KKk,

cpe:2.3:a:torproject:tor:0.0.2:pre13:*:**:*:*:*:

Kk ak KRk,

cpe:2.3:a:torproject:tor:0.0.2:pre15:*:*:*:*:*:*:

KKk Kk k.

cpe:2.3:a:torproject:tor:0.0.2:pre16:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:torproject:tor:0.0.2:prel 7:*:*:*:*:*:*:

Sk kKK ok,

cpe:2.3:a:torproject:tor:0.0.2:pre18:*:*:*:*:*:*:



akLk Lk KKk,

cpe:2.3:a:torproject:tor:0.0.2:pre27:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.0.3:*:*:* 7 " *:

cpe:2.3:a:torproject:tor:0.0.4:*:*:***:":*:

cpe:2.3:a:torproject:tor:0.0.5:*:*:** "%

cpe:2.3:a:torproject:tor:0.0.6:*:*:*:**:*:*:

cpe:2.3:a:torproject:tor:0.0.6.1:*: "

cpe:2.3:a:torproject:tor:0.0.6.2:%:*: "

cpe:2.3:a:torproject:tor:0.0.7: """

cpe:2.3:a:torproject:tor:0.0.7.1 " "

cpe:2.3:a:torproject:tor:0.0.7.2:% %

cpe:2.3:a:torproject:tor:0.0.7.3:*:

cpe:2.3:a:torproject:tor:0.0.8.1:*:

cpe:2.3:a:torproject:tor:0.0.9.1 7

dk Rk kR kR,

cpe:2.3:a:torproject:tor:0.0.9.10: "

cpe:2.3:a:torproject:tor:0.0.9.2:* "

cpe:2.3:a:torproject:tor:0.0.9.3 " " * "

cpe:2.3:a:torproject:tor:0.0.9.4 "

cpe:2.3:a:torproject:tor:0.0.9.5:**** 1 * "

cpe:2.3:a:torproject:tor:0.0.9.6: " " *:*:

cpe:2.3:a:torproject:tor:0.0.9.7: % 7 "

cpe:2.3:a:torproject:tor:0.0.9.8:*** " *:*:

cpe:2.3:a:torproject:tor:0.0.9.9:* "



O

cpe:2.3:a:torproject:tor:0.1.1.21: %% ™

O

cpe:2.3:a:torproject:tor:0.1.1.22:%:*:* ™

LRk Lk akakakuk,

cpe:2.3:a:torproject:tor:0.1.1.26:*:*:*

LRk Lk ok ok akuk.

cpe:2.3:a:torproject:tor:0.1.2.13:*:**

dk Lk k kR akuk.

cpe:2.3:a:torproject:tor:0.1.2.14*:** ™

dk Lk ak kR akak.

cpe:2.3:a:torproject:tor:0.1.2.15: %%

dkuk kR Lk akak.

cpe:2.3:a:torproject:tor:0.1.2.17:*

LRk kR R akak.

cpe:2.3:a:torproject:tor:0.1.2.18: "

dkuk kR ok akak.

cpe:2.3:a:torproject:tor:0.1.2.19: "

dkak kR ok akak.

cpe:2.3:a:torproject:tor:0.2.0.30:

dk kR kR akak.

cpe:2.3:a:torproject:tor:0.2.0.32:*:*:*

dk Kk kR akak,

cpe:2.3:a:torproject:tor:0.2.0.33:*:

dkakak ok akakak.

cpe:2.3:a:torproject:tor:0.2.0.34:**:***:

dkakak ok akakak.

cpe:2.3:a:torproject:tor:0.2.0.35: %" %



cpe:2.3:a:torproject:tor:0.2.2.28:*:*:*

cpe:2.3:a:torproject:tor:0.2.2.29:*:*:*

cpe:2.3:a:torproject:tor:0.2.2.33:*: "

cpe:2.3:a:torproject:tor:0.2.2.34:

cpe:2.3:a:torproject:tor:0.2.2.38:

cpe:2.3:a:torproject:tor:0.2.3:* %

cpe:2.3:a:torproject:tor:0.2.3.13:alpha:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.2.3.14:alpha:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.2.3.16:alpha:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.2.3.17:beta:*:*:**:*:*:

cpe:2.3:a:torproject:tor:0.2.3.18:rc:*** %"

cpe:2.3:a:torproject:tor:0.2.3.19:rc:*: "%



No vendor comments have been submitted for this CVE
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