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Summary

CVE CVE-2012-5574

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-18 01:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description lib/form/sfForm.class.php in Symfony CMS before 1.4.20 allows remote attackers to read arbitrary files via a crafted upload request.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sensiolabs Symfony 1.4.0 All All All

Application Sensiolabs Symfony 1.4.0 rc1 All All

Application Sensiolabs Symfony 1.4.0 rc2 All All

Application Sensiolabs Symfony 1.4.1 All All All

Application Sensiolabs Symfony 1.4.10 All All All

Application Sensiolabs Symfony 1.4.11 All All All

Application Sensiolabs Symfony 1.4.12 All All All

Application Sensiolabs Symfony 1.4.13 All All All

Application Sensiolabs Symfony 1.4.14 All All All

Application Sensiolabs Symfony 1.4.15 All All All

Application Sensiolabs Symfony 1.4.16 All All All

Application Sensiolabs Symfony 1.4.17 All All All

Application Sensiolabs Symfony 1.4.18 All All All

Application Sensiolabs Symfony 1.4.2 All All All

Application Sensiolabs Symfony 1.4.3 All All All

Application Sensiolabs Symfony 1.4.4 All All All

Application Sensiolabs Symfony 1.4.5 All All All
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Application Sensiolabs Symfony 1.4.5 All All All

Application Sensiolabs Symfony 1.4.6 All All All

Application Sensiolabs Symfony 1.4.7 All All All

Application Sensiolabs Symfony 1.4.8 All All All

Application Sensiolabs Symfony 1.4.9 All All All

Application Sensiolabs Symfony 1.4.0 All All All

Application Sensiolabs Symfony 1.4.0 rc1 All All

Application Sensiolabs Symfony 1.4.0 rc2 All All

Application Sensiolabs Symfony 1.4.1 All All All

Application Sensiolabs Symfony 1.4.10 All All All

Application Sensiolabs Symfony 1.4.11 All All All

Application Sensiolabs Symfony 1.4.12 All All All

Application Sensiolabs Symfony 1.4.13 All All All

Application Sensiolabs Symfony 1.4.14 All All All

Application Sensiolabs Symfony 1.4.15 All All All

Application Sensiolabs Symfony 1.4.16 All All All

Application Sensiolabs Symfony 1.4.17 All All All

Application Sensiolabs Symfony 1.4.18 All All All

Application Sensiolabs Symfony 1.4.2 All All All

Application Sensiolabs Symfony 1.4.3 All All All

Application Sensiolabs Symfony 1.4.4 All All All

Application Sensiolabs Symfony 1.4.5 All All All

Application Sensiolabs Symfony 1.4.6 All All All

Application Sensiolabs Symfony 1.4.7 All All All

Application Sensiolabs Symfony 1.4.8 All All All

Application Sensiolabs Symfony 1.4.9 All All All

Application Sensiolabs Symfony All All All All
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Changeset 33598 - symfony - Trac

About Secunia Research | Flexera

[SECURITY] Fedora 17 Update: php-symfony-symfony-1.4.20-2.fc17

IBM X-Force Exchange

Security release: symfony 1.4.20 released - Symfony

87869

oss-security - Re: CVE Request -- Symfony (php-symfony-symfony) < 1.4.20: Ability to read arbitrary files on the server, readable with the web server privileges
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oss-security - Re: CVE Request -- Symfony (php-symfony-symfony) < 1.4.20: Ability to read arbitrary files on the server, readable with the web server privileges

[SECURITY] Fedora 16 Update: php-symfony-symfony-1.4.20-2.fc16

Bug 444696 – <dev-php/symfony-1.4.20: Allows reading any file stored on the server if it is readable by the web server (CVE-2012-5574)

[SECURITY] Fedora 18 Update: php-symfony-symfony-1.4.20-2.fc18

Bug 880240 – CVE-2012-5574 php-symfony-symfony: Ability to read arbitrary files on the server, readable with the web server privileges

Symfony CVE-2012-5574 Arbitrary File Access Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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