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proxies_controller.rb in Katello in Red Hat CloudForms before 1.1 does not properly check permissions, which allows remot

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Redhat Cloudforms All All All All

References

Reference Source Link

Security Advisory SA51472 - Red Hat CloudForms Multiple Vulnerabilities - Secunia SECUNIA  secunia.com
IBM X-Force Exchange XF exchange.xforc
88142 OSvVDB osvdb.org

504 Gateway Time-out BID www.securityfor
882129 — (CVE-2012-5603) CVE-2012-5603 CloudForms Katello: lack of authorization in proxies_controller.rb  MISC bugzilla.redhat.:
88140 OSvVDB osvdb.org

Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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