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CVE-2012-5614

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVN/AC:LIAUSIC:NINIAP Certain versions of Mariadb from Mariadb contain the foIIowing
’ vulnerability:

Oracle MySQL 5.1.67 and earlier and 5.5.29 and earlier, and MariaDB
5.5.28a and possibly other versions, allows remote authenticated users
to cause a denial of service (mysqld crash) via a SELECT command
with an UpdateXML command containing XML with a large number of
unique, nested elements.

CVE-2012-5614 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Oracle Critical Patch Update - April 2013 © CONFIRM
www.oracle.com/technetwork/topics/security/cpuapr2013-

1899555.html

Full Disclosure: MySQL Denial of Service Zeroday — [Z7IE I3 FULLDISC 20121201 MySQL Denial of Service
PoC Zeroday PoC

Bug 882607 — CVE-2012-5614 mysq|: () MISC bugzilla.redhat.com/show_bug.cgi?id=882607
COM_BINLOG_DUMP crash on invalid data

[MDEV-3910] COM_BINLOG_DUMP crash on [ Patch | (%) MISC mariadb.atlassian.net/browse/MDEV-3910
invalid data - JIRA

text/html



https://cve.report/
https://cve.report/CVE-2012-5614/mitre
https://cve.report/CVE-2012-5614/nist
https://cve.report/CVE-2012-5614/cve_org
https://cve.report/CVE-2012-5614.pdf
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/mariadb
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.oracle.com/technetwork/topics/security/cpuapr2013-1899555.html
http://seclists.org/fulldisclosure/2012/Dec/7
https://bugzilla.redhat.com/show_bug.cgi?id=882607
https://mariadb.atlassian.net/browse/MDEV-3910

About Secunia Research | Flexera | secunia.com |
oss-security - Re: Re: [Full-disclosure] MySQL
(Linux) Stack based buffer overrun PoC Zeroday

Red Hat Customer Portal
Support / Security / Advisories / / MDVSA-2013:150
| Mandriva

Gentoo Linux Documentation -- MySQL: Multiple
vulnerabilities

MySQL Bug in UpdateXML() Lets Remote
Authenticated Users Deny Service -

Security Tracker

oss-security - Re: Re: [Full-disclosure] MySQL
(Linux) Stack based buffer overrun PoC Zeroday

»{ SECUNIA 53372

() SECTRACK 1027829

PoC Zeroday

& REDHAT RHSA-2013:0772

& MANDRIVA MDVSA-2013:150

EJ GENTOO GLSA-201308-06

¢ > MLIST [oss-security] 20121202 Re: Re: [Full-
disclosure] MySQL (Linux) Stack based buffer overrun
PoC Zeroday

¢ > MLIST [oss-security] 20121202 Re: Re: [Full-
disclosure] MySQL (Linux) Stack based buffer overrun

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Enterprise Linux Desktop

Enterprise Linux Eus
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Enterprise Linux Workstation

Version

All
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All
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All

All

All

All

Edition
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All
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All

All

All
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All
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https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0772.html
http://www.mandriva.com/security/advisories?name=MDVSA-2013:150
http://security.gentoo.org/glsa/glsa-201308-06.xml
http://www.securitytracker.com/id?1027829
http://www.openwall.com/lists/oss-security/2012/12/02/3
mailto:%20comment@cve.report
http://cve.report/vendor/mariadb
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/mariadb
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/mariadb
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
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cpe:2.3:a:mariadb:mariadb:*:*:**

cpe:2.3:a:mariadb:mariadb:5.5.28a:*:*:* "

cpe:2.3:a:mariadb:mariadb:5.5.28a:*:*:*** "

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.5. 19"

Kk ok kK ok Kk,

cpe:2.3:a:oracle:mysql:*:
cpe:2.3:a:oracle:mysql:*:
cpe:2.3:0:redhat:enterprise_linux_desktop:6.0:*:*:*:*:**:*:
cpe:2.3:0:redhat:enterprise_linux_eus:6.4:*:*:***:*:*:
cpe:2.3:0:redhat:enterprise_linux_server:6.0:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux_server_aus:6.4:*:*:*:* " "

cpe:2.3:0:redhat:enterprise_linux_workstation:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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