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Summary

CVE CVE-2012-5616

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-22 23:55:00 UTC

Updated 2023-11-07 02:12:00 UTC

Description Apache CloudStack 4.0.0-incubating and Citrix CloudPlatform (formerly Citrix CloudStack) before 3.0.6 stores sensitive information in the log4j.conf log file, which allows local users to obtain (1) the SSH private key as recorded by the createSSHKeyPair API, (2) the password of an added host as recorded by the AddHost API, or the password of an added VM as recorded by the (3) DeployVM or (4) ResetPasswordForVM API.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cloudstack 4.0.0 incubating All All

Application Apache Cloudstack 4.0.0 incubating All All

Application Citrix Cloudplatform All All All All

References

Reference Source Link

Call of Duty Elite for iOS CVE-2012-4918 SSL Certificate Validation Spoofing Vulnerability BID www.securityfocus.com

89070 OSVDB osvdb.org

Security Advisory SA51821 - Apache CloudStack Log File Multiple Information Disclosure Weaknesses - Secunia SECUNIA secunia.com

89147 OSVDB osvdb.org

Citrix CloudPlatform Logs Potentially Sensitive Information in the Log File - SecurityTracker SECTRACK www.securitytracker.com

89146 OSVDB osvdb.org

Full Disclosure: [CVE-2012-5616] Apache CloudStack information disclosure vulnerability FULLDISC seclists.org

404 - Page not found CONFIRM support.citrix.com

CVE-2012-5616: Apache CloudStack information disclosure vulnerability MLIST mail-archives.apache.org

Security Advisory SA51827 - Citrix CloudPlatform Log File Multiple Information Disclosure Weaknesses - Secunia SECUNIA secunia.com

CVE-2012-5616: Apache CloudStack information disclosure vulnerability mail-archives.apache.org
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Apache CloudStack CVE-2012-5616 Local Information Disclosure Vulnerability BID www.securityfocus.com

Security Advisory SA51366 - Call of Duty Elite for iOS Certificate Verification Security Issue - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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