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Summary

CVE CVE-2012-5625

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-26 22:55:00 UTC

Updated 2013-02-15 05:04:00 UTC

Description OpenStack Compute (Nova) Folsom before 2012.2.2 and Grizzly, when using libvirt and LVM backed instances, does not properly clear physical volume (PV) content when reallocating for instances, which allows attackers to obtain sensitive information by reading the memory of the previous logical volume (LV).

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Folsom 2012.2 All All All

Application Openstack Folsom 2012.2 All All All

Application Openstack Grizzly - All All All

Application Openstack Grizzly - All All All

References

Reference Source Link

Don't leak info from libvirt LVM backed instances · openstack/nova@9d2ea97 · GitHub CONFIRM github.com

884293 – (CVE-2012-5625) CVE-2012-5625 OpenStack Nova: Information leak in libvirt LVM-backed instances MISC bugzilla.redhat.com

Bug #1070539 “[OSSA 2012-020] create_lvm_image allocates dirty b...” : Bugs : OpenStack Compute (nova) CONFIRM bugs.launchpad.net

Red Hat Customer Portal REDHAT rhn.redhat.com

Don't leak info from libvirt LVM backed instances · openstack/nova@a99a802 · GitHub CONFIRM github.com

USN-1663-1: Nova vulnerability | Ubuntu UBUNTU www.ubuntu.com

88419 OSVDB osvdb.org

2012.2.2 : Series folsom : OpenStack Compute (nova) CONFIRM launchpad.net

oss-security - [OSSA 2012-020] Information leak in libvirt LVM-backed instances (CVE-2012-5625) MLIST www.openwall.com

OpenStack Nova CVE-2012-5625 Local Information Disclosure Vulnerability BID www.securityfocus.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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