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Summary

CVE CVE-2012-5647

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 21:55:00 UTC

Updated 2013-02-26 05:00:00 UTC

Description Open redirect vulnerability in node-util/www/html/restorer.php in Red Hat OpenShift Origin before 1.0.5-3 allows remote attackers to redirect users to arbitrary web sites and conduct phishing attacks via a URL in the PATH_INFO.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Openshift 1.0 - enterprise All

Application Redhat Openshift 1.0 - enterprise All

Application Redhat Openshift Origin All All All All

References

Reference Source Link

888523 – (CVE-2012-5647) CVE-2012-5647 openshift-origin-node-util: restorer.php arbitrary URL redirection MISC bugzilla.redhat.com

Fix for Bug 880699 · openshift/origin-server@32564a0 · GitHub CONFIRM github.com

89430 OSVDB www.osvdb.org

Red Hat OpenShift Origin Command Execution and Open Redirection Vulnerabilities BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Fix for Bug 880699 by jwhonce · Pull Request #1017 · openshift/origin-server · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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