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CVE CVE-2012-5667
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-03 11:54:25 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple integer overflows in GNU Grep before 2.11 might allow context-dependent attackers to execute arbitrary code via v

/ |

Risk And Classification

Primary CVSS: v2.0 4.4 from nvd@nist.gov

AV:L/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

Access Vector
\ccess Complexity
\uthentication
E=
Sonfidentiality

ntegrity

\vailability

AV:L/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Grep 2.2 All All All


https://cve.report/
https://cve.report/CVE-2012-5667/mitre
https://cve.report/CVE-2012-5667/nist
https://cve.report/CVE-2012-5667/cve_org
https://cve.report/api/cve/CVE-2012-5667.json
https://cve.report/CVE-2012-5667.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/grep

Application Gnu Grep 2.3 All All All
Application Gnu Grep 2.4 All All All
Application Gnu Grep 241 All All All
Application Gnu Grep 242 All All All
Application Gnu Grep 25 All All All
Application Gnu Grep 2.5.1 All All All
Application Gnu Grep 251 a All All
Application Gnu Grep 253 All All All
Application Gnu Grep 254 All All All
Application Gnu Grep 2.6 All All All
Application Gnu Grep 2.6.1 All All All
Application Gnu Grep 2.6.2 All All All
Application Gnu Grep 2.6.3 All All All
Application Gnu Grep 2.7 All All All
Application Gnu Grep 2.8 All All All
Application Gnu Grep 2.9 All All All
Application Gnu Grep All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
grep.git - grep af854at
Re: Exploit in grep.. afgb4at
Savannah Git Hosting - grep.git/shortlog af854at
grep.git - grep af854at
Bug #1091473 “grep <2.11 is vulnerable to “Arbitrary command exe...” : Bugs : “grep” package : Ubuntu af854at
oss-security - Re: CVE Request: grep af854at
grep CVE-2012-5667 Remote Integer Overflow Vulnerability af854at

889935 — (CVE-2012-5667) CVE-2012-5667 grep: Integer overflow leading to heap-based buffer-overflow when reading large lines  af854at

Red Hat Customer Portal af8b4at
Savannah Git Hosting - grep.git/shortlog MITRE
CVE Program record CVE.OF
NVD vulnerability detail NVD
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http://cve.report/software/gnu/grep
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://git.savannah.gnu.org/cgit/grep.git/commit/?id=cbbc1a45b9f843c811905c97c90a5d31f8e6c189
http://lists.gnu.org/archive/html/bug-grep/2012-12/msg00004.html
http://git.sv.gnu.org/gitweb/?p=grep.git%253Ba=shortlog%253Bh=v2.11
http://git.savannah.gnu.org/cgit/grep.git/commit/?id=8fcf61523644df42e1905c81bed26838e0b04f91
https://bugs.launchpad.net/ubuntu/+source/grep/+bug/1091473
http://openwall.com/lists/oss-security/2012/12/22/6
http://www.securityfocus.com/bid/57033
https://bugzilla.redhat.com/show_bug.cgi?id=889935
http://rhn.redhat.com/errata/RHSA-2015-1447.html
http://git.sv.gnu.org/gitweb/?p=grep.git;a=shortlog;h=v2.11
https://www.cve.org/CVERecord?id=CVE-2012-5667
https://nvd.nist.gov/vuln/detail/CVE-2012-5667

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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