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The Authorize.Net module in osCommerce does not verify that the server hosthame matches a domain name in the subject

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Application Harald Ponce De Leon Authorize.net
Application Harald Ponce De Leon Authorize.net
Application Oscommerce Oscommerce
Application Oscommerce Oscommerce
References
Reference Source
IBM X-Force Exchange XF
www.cs.utexas.edu/~shmat/shmat_ccs12.pdf MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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