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Summary

CVE CVE-2012-5829

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-21 12:55:03 UTC

Updated 2026-04-29 01:13:23 UTC

Description Heap-based buffer overflow in the nsWindow::OnExposeEvent function in Mozilla Firefox before 17.0, Firefox ESR 10.x before 10.0.11, Thunderbird before 17.0, Thunderbird ESR 10.x before 10.0.11, and SeaMonkey before 2.14 allows remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-787 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

https://cve.report/
https://cve.report/CVE-2012-5829/mitre
https://cve.report/CVE-2012-5829/nist
https://cve.report/CVE-2012-5829/cve_org
https://cve.report/api/cve/CVE-2012-5829.json
https://cve.report/CVE-2012-5829.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com

openSUSE-SU-2012:1583-1: moderate: update for MozillaFirefox af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

792305 – (CVE-2012-5829) Heap-buffer-overflow in nsWindow::OnExposeEvent af854a3a-2127-422b-91ae-364da2661108 bugzilla.mozilla.org

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.com

[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

openSUSE-SU-2012:1586-1: moderate: update for xulrunner af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Security Advisory SA51359 - Red Hat update for firefox - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2012-5829 Heap Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Debian -- Security Information -- DSA-2584-1 iceape af854a3a-2127-422b-91ae-364da2661108 www.debian.org

USN-1681-1: Firefox vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

openSUSE-SU-2012:1585-1: moderate: update for MozillaThunderbird af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Security Advisory SA51440 - SUSE update for seamonkey - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

[security-announce] SUSE-SU-2013:0048-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Security Advisory SA51360 - Red Hat update for thunderbird - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

USN-1638-3: Firefox regressions | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

MFSA 2012-105: Use-after-free and buffer overflow issues found using Address Sanitizer af854a3a-2127-422b-91ae-364da2661108 www.mozilla.org

Debian -- Security Information -- DSA-2588-1 icedove af854a3a-2127-422b-91ae-364da2661108 www.debian.org

[security-announce] openSUSE-SU-2013:0175-1: important: security update af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

osvdb.org/87608 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

Security Advisory SA51439 - SUSE update for MozillaFirefox - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Support / Security / Advisories / / MDVSA-2012:173 | Mandriva af854a3a-2127-422b-91ae-364da2661108 www.mandriva.com

USN-1681-2: Thunderbird vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org

[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Debian -- Security Information -- DSA-2583-1 iceweasel af854a3a-2127-422b-91ae-364da2661108 www.debian.org

USN-1638-2: ubufox update | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

[security-announce] SUSE-SU-2012:1592-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

USN-1636-1: Thunderbird vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

Security Advisory SA51370 - Ubuntu update for thunderbird - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108 secunia.com

http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/80195
http://lists.opensuse.org/opensuse-updates/2012-11/msg00090.html
https://bugzilla.mozilla.org/show_bug.cgi?id=792305
http://rhn.redhat.com/errata/RHSA-2012-1483.html
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00017.html
http://lists.opensuse.org/opensuse-updates/2012-11/msg00093.html
http://secunia.com/advisories/51359
http://www.securityfocus.com/bid/56636
http://www.debian.org/security/2012/dsa-2584
http://www.ubuntu.com/usn/USN-1681-1
http://lists.opensuse.org/opensuse-updates/2012-11/msg00092.html
http://secunia.com/advisories/51440
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00006.html
http://secunia.com/advisories/51360
http://www.ubuntu.com/usn/USN-1638-3
http://www.mozilla.org/security/announce/2012/mfsa2012-105.html
http://www.debian.org/security/2012/dsa-2588
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00022.html
http://osvdb.org/87608
http://secunia.com/advisories/51439
http://www.mandriva.com/security/advisories?name=MDVSA-2012:173
http://www.ubuntu.com/usn/USN-1681-2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16849
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00010.html
http://www.debian.org/security/2012/dsa-2583
http://www.ubuntu.com/usn/USN-1638-2
http://lists.opensuse.org/opensuse-security-announce/2012-11/msg00021.html
http://www.ubuntu.com/usn/USN-1636-1
http://secunia.com/advisories/51370


About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108 secunia.com

MFSA 2013-02: Use-after-free and buffer overflow issues found using Address Sanitizer af854a3a-2127-422b-91ae-364da2661108 www.mozilla.org

USN-1681-4: Firefox regression | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

Security Advisory SA51434 - SUSE update for xulrunner - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.com

[security-announce] SUSE-SU-2013:0049-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Security Advisory SA51369 - Ubuntu update for firefox - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

USN-1638-1: Firefox vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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