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The Web Developer Toolbar in Mozilla Firefox before 17.0 executes script with chrome privileges, which allows user-assiste
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Risk And Classification
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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References

Reference

Access Denied

87586

CVE Program record

/]

IBM X-Force Exchange

Repository / Oval Repository

NVD vulnerability detail

USN-1638-1: Firefox vulnerabilities | Ubuntu

USN-1638-3: Firefox regressions | Ubuntu

Security Advisory SA51434 - SUSE update for xulrunner - Secunia

openSUSE-SU-2012:1583-1: moderate: update for MozillaFirefox

openSUSE-SU-2012:1585-1: moderate: update for MozillaThunderbird

Security Advisory SA51369 - Ubuntu update for firefox - Secunia

openSUSE-SU-2012:1586-1: moderate: update for xulrunner

Security Advisory SA51439 - SUSE update for MozillaFirefox - Secunia

MFSA 2012-102: Script entered into Developer Toolbar runs with chrome privileges

Mozilla Firefox CVE-2012-5837 Developer Toolbar Cross Site Scripting Vulnerability

[security-announce] SUSE-SU-2012:1592-1: important: Security update for

[security-announce] openSUSE-SU-2013:0175-1: important: security update

Source

CONFIRM

BID

SECUNIA

SUSE

XF

SUSE

CONFIRM

UBUNTU

OSvDB

SUSE

UBUNTU

SUSE

SECUNIA

SUSE

OVAL

SECUNIA

CVE.ORG

NVD

Link

www.mozilla.org

www.securityfocus.com

secunia.com

lists.opensuse.org

exchange.xforce.ibmcloud.com

lists.opensuse.org

bugzilla.mozilla.org

www.ubuntu.com
osvdb.org
lists.opensuse.org
www.ubuntu.com
lists.opensuse.org
secunia.com
lists.opensuse.org
oval.cisecurity.org
secunia.com
WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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