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CVE-2012-5843

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

Multiple unspecified vulnerabilities in the browser engine in Mozilla
Firefox before 17.0, Thunderbird before 17.0, and SeaMonkey before
2.14 allow remote attackers to cause a denial of service (memory
corruption and application crash) or possibly execute arbitrary code via
unknown vectors.

CVE-2012-5843 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Security Advisory SA51440 - SUSE update for sesamonkey - Y{ SECUNIA 51440
Secunia
Security Advisory SA51434 - SUSE update for xulrunner - { SECUNIA 51434
Secunia
787089 — Crash [@ nsStyleContext::GetRuleNode()] with {7y CONFIRM bugzilla.mozilla.org/show_bug.cgi?
deleted this [ Patch | id=787089
765409 — Crash [@ nsLineLayout::ReflowFrame(nslFrame (23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?



https://cve.report/
https://cve.report/CVE-2012-5843/mitre
https://cve.report/CVE-2012-5843/nist
https://cve.report/CVE-2012-5843/cve_org
https://cve.report/CVE-2012-5843.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://secunia.com/advisories/51440
https://web.archive.org/web/2012/http://secunia.com/advisories/51434
https://bugzilla.mozilla.org/show_bug.cgi?id=787089
https://bugzilla.mozilla.org/show_bug.cgi?id=765409

*,unsigned int & nsHTMLReflowMetrics *,bool &) ] | id=765409
ASSERTION: unexpected flow: Vendor Advisory
'mFrames.ContainsFrame(nextinFlow)' | ASSERTION: bugzilla.mozilla.org
StealFrame: can't find aChild: 'removed' | ASSERTION: text/html
StealFrame failure: 'NS_SUCCE
780778 — Make sure we always release stuff on the right Issue Tracking ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
thread. id=780778
Vendor Advisory
bugzilla.mozilla.org
text/html
openSUSE-SU-2012:1583-1: moderate: update for Mailing List 9 SUSE openSUSE-SU-2012:1583
MozillaFirefox Third Party Advisory
lists.opensuse.org
text/html
798678 — WeakMaps with keys from another compartment are Issue Tracking ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
possible and incorrect id=798678
Vendor Advisory
bugzilla.mozilla.org
text/html
openSUSE-SU-2012:1585-1: moderate: update for Mailing List 9 SUSE openSUSE-SU-2012:1585
MozillaThunderbird Third Party Advisory
lists.opensuse.org
text/html
USN-1636-1: Thunderbird vulnerabilities | Ubuntu T @ UBUNTU USN-1636-1
text/html
MFSA 2012-91: Miscellaneous memory safety hazards Vendor Advisory B3 CONFIRM
(rv:17.0/rv:10.0.11) www.mozilla.org www.mozilla.org/security/announce/2012/mfsa2012-
text/html 91.html

781859 — Assertion failure: lifetime && lifetime->head == 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?

uint32_t(head - outerScript->code) && lifetime->entry == Issue Tracking id=781859
uint32_t(entryTarget - outerScript->code), at
methodjit/LoopState.cpp:80 Vendor Advisory
bugzilla.mozilla.org
text/html
USN-1638-2: ubufox update | Ubuntu TS @ UBUNTU USN-1638-2
text/html
789075 — Video playback causes browser to stop responding Issue Tracking 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
(mostly) or crash in Cleopatra tool id=789075
bugzilla.mozilla.org
text/html
USN-1638-1: Firefox vulnerabilities | Ubuntu T @ UBUNTU USN-1638-1
text/html
795281 — Read after free in nsXPCWrappedJS::Release() Issue Tracking ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=795281
Vendor Advisory
bugzilla.mozilla.org
text/html
About Secunia Research | Flexera CERCESA ) SECUNIA 51381
Depreciated Link
text/plain
TeNn0077 T"ACCEDTINNIL: fitnatian Aliaat lhan nAavant Af inlinAina A MANNICIDA laiasilla maasilla Avalalhaig koA AaiD


https://bugzilla.mozilla.org/show_bug.cgi?id=780778
http://lists.opensuse.org/opensuse-updates/2012-11/msg00090.html
https://bugzilla.mozilla.org/show_bug.cgi?id=798678
http://lists.opensuse.org/opensuse-updates/2012-11/msg00092.html
http://www.ubuntu.com/usn/USN-1636-1
http://www.mozilla.org/security/announce/2012/mfsa2012-91.html
https://bugzilla.mozilla.org/show_bug.cgi?id=781859
http://www.ubuntu.com/usn/USN-1638-2
https://bugzilla.mozilla.org/show_bug.cgi?id=789075
http://www.ubuntu.com/usn/USN-1638-1
https://bugzilla.mozilla.org/show_bug.cgi?id=795281
https://cve.report/CVE-2012-5843/98937736

/0OUO0O0/ — RAOOLCNIIVIN. IUTICUUIT UDJEUL Tidd paleriL Ul UTINTIUWI

class!"

[security-announce] SUSE-SU-2012:1592-1: important:
Security update for

797163 — "Assertion failure: lifetime->entry ==
uint32_t(entryTarget - outerScript->code),"

788822 — Assertion failure: [infer failure] Missing type pushed
0: <0x7f7d5aa09060>, at jsinfer.cpp:328

USN-1638-3: Firefox regressions | Ubuntu

774953 — "Assertion failure: [infer failure] Missing type pushed
0" with iframes, adoptNode

Repository / Oval Repository

[security-announce] openSUSE-SU-2013:0175-1: important:
security update

791601 — "Assertion failure: checkmTextrun ? ImTextRun :
IProperties().Get(UninflatedTextRunProperty())" with font
inflation, -moz-column

Security Advisory SA51369 - Ubuntu update for firefox -
Secunia

Security Advisory SA51370 - Ubuntu update for thunderbird -
Secunia

openSUSE-SU-2012:1586-1: moderate: update for xulrunner

793253 — Supposedly infallible TArray can fail to allocate a
buffer

Vendor Advisory
bugzilla.mozilla.org
text/html

Mailing List

Third Party Advisory
lists.opensuse.org
text/html

Issue Tracking
Vendor Advisory
bugzilla.mozilla.org
text/htm

Issue Tracking

Vendor Advisory
bugzilla.mozilla.org
text/html

Third Party Advisory

text/htm

Issue Tracking

Vendor Advisory
bugzilla.mozilla.org
text/html

Third Party Advisory
oval.cisecurity.org
text/html

Mailing List

Third Party Advisory
lists.opensuse.org
text/html

Issue Tracking

Vendor Advisory
bugzilla.mozilla.org
text/html

Third Party Advisory
web.archive.org
text/htm

Third Party Advisory
web.archive.org
text/html

Mailing List

Third Party Advisory
lists.opensuse.org
text/htm

Issue Tracking

Vendor Advisory
bugzilla.mozilla.org
text/html

E‘:] VUNIINVE buyZind.moZind.ury/srivw_vuy.uyi -«

id=760887

9 SUSE SUSE-SU-2012:1592

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=797163

23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=788822

@® UBUNTU USN-1638-3

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=774953

() OVAL oval:org.mitre.oval:def:16839

9 SUSE openSUSE-SU-2013:0175

(23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=791601

»{ SECUNIA 51369

{ SECUNIA 51370

9 SUSE openSUSE-SU-2012:1586

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=793253


https://bugzilla.mozilla.org/show_bug.cgi?id=760887
http://lists.opensuse.org/opensuse-security-announce/2012-11/msg00021.html
https://bugzilla.mozilla.org/show_bug.cgi?id=797163
https://bugzilla.mozilla.org/show_bug.cgi?id=788822
http://www.ubuntu.com/usn/USN-1638-3
https://bugzilla.mozilla.org/show_bug.cgi?id=774953
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16839
http://lists.opensuse.org/opensuse-security-announce/2013-01/msg00022.html
https://bugzilla.mozilla.org/show_bug.cgi?id=791601
https://web.archive.org/web/2012/http://secunia.com/advisories/51369
https://web.archive.org/web/2012/http://secunia.com/advisories/51370
http://lists.opensuse.org/opensuse-updates/2012-11/msg00093.html
https://bugzilla.mozilla.org/show_bug.cgi?id=793253

Security Advisory SA51439 - SUSE update for MozillaFirefox - Y SECUNIA 51439

Secunia
text/html

784404 — Intermittent assertion in ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
dom/devicestorage/test/test_basic.html ("Assertion failure: i < m id=784404

Length() (invalid array index), at e:\builds\moz2_slave\m-in-
w32-dbg\build\obj-firefox\dist\include\nsTArray.h:526")

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 10.04 All All All
System

Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 All All All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Canonical Ubuntu Linux 10.04 All All All
System

Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 All All All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr All All All All

Application Mozilla Thunderbird Esr All All All All


https://web.archive.org/web/2012/http://secunia.com/advisories/51439
https://bugzilla.mozilla.org/show_bug.cgi?id=784404
mailto:%20comment@cve.report
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
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Opensuse
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Linux Enterprise Server
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Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Software Development Kit

Linux Enterprise Software Development Kit

Linux Enterprise Software Development Kit

Linux Enterprise Software Development Kit

akakuk._Lkukok,

cpe:2.3:0:canonical:ubuntu_linux:10.04:*:*:*:-*:*:*:

akLk kKKK LK,

cpe:2.3:0:canonical:ubuntu_linux:11.10:*: "

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:esm:*:*:*:

akLk kKKK Lk,

cpe:2.3:0:canonical:ubuntu_linux:12.10:*:*:*:*:**::
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http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit

akakuak._ukukok,

cpe:2.3:0:canonical:ubuntu_linux:10.04:*:*:*:-*:*:*:

Kk kKK kLK,

cpe:2.3:0:canonical:ubuntu_linux:11.10:*:*: %

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:esm:*:*:*:

Kk kKKK Lk,

cpe:2.3:0:canonical:ubuntu_linux:12.10:*:* " ™

ARk kR Kk ak k.

cpe:2.3:a:mozilla:firefox:*:*:***:**:*:

LRk Lk koK kKK,

cpe:2.3:a:mozilla:firefox_esr:*:**:***:*:*:

Rk kR Kk kK,

cpe:2.3:a:mozilla:firefox_esr:*:**:***:*:*:

dkak ok ak kR akak,

cpe:2.3:a:mozilla:seamonkey:*:*:** "%

Skakakakakak Rk,

cpe:2.3:a:mozilla:seamonkey:*:*:*:**:**:*:

dkak kR ok ak Rk,

cpe:2.3:a:mozilla:thunderbird:*:*:*:*:*:*:*:*:

cpe:2.3:0:0pensuse:opensuse:11.4: "
cpe:2.3:0:0pensuse:opensuse:12.1: "
cpe:2.3:0:0pensuse:opensuse:12.2:%:":
cpe:2.3:0:0pensuse:opensuse:11.4:*:
cpe:2.3:0:0pensuse:opensuse:12.1: %
cpe:2.3:0:0pensuse:opensuse:12.2:%:
cpe:2.3:0:suse:linux_enterprise_desktop:10:sp4:*:*:*:*:*:*:

KLk Lk KLk k.

cpe:2.3:0:suse:linux_enterprise_desktop:11:sp2:*:*:*:*:*:*:

akLk Lk kKK,

cpe:2.3:0:suse:linux_enterprise_desktop:10:sp4:*:*:*:*:*:*:

dkakuk. LKLk,

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:-:*:*:

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:vmware:*:*:

Rk Lk akakuk.

cpe:2.3:0:suse:linux_enterprise_server:10:sp4:*:*:**:*:*:



kKK Kk,

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:-*:*:
cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:vmware:*:*:

cpe:2.3:0:suse:linux_enterprise_software_development_kit:10:sp4:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_software_development_kit:10:sp4:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_software_development_kit:11:sp2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2012-5842
https://cve.report/CVE-2012-5844
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2012-5843
	CVSS2 Score: 9.3 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


