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Summary

CVE CVE-2012-5849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-14 14:59:00 UTC

Updated 2015-05-15 13:27:00 UTC

Description Multiple SQL injection vulnerabilities in ClipBucket 2.6 Revision 738 and earlier allow remote attackers to execute arbitrary SQL commands via the (1) uid parameter in an add_friend action to ajax.php; id parameter in a (2) share_object, (3) add_to_fav, (4) rating, or (5) flag_object action to ajax.php; cid parameter in an (6) add_new_item, (7) remove_collection_item, (8) get_item, or (9) load_more_items action to ajax.php; (10) ci_id parameter in a get_item action to ajax.php; user parameter to (11) user_contacts.php or (12) view_channel.php; (13) pid parameter to view_page.php; (14) tid parameter to view_topic.php; or (15) v parameter to watch_video.php.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clip-bucket Clipbucket All All All All

References

Reference Source Link Tags

88178 OSVDB osvdb.org

ClipBucket 2.6 Revision 738 Multiple SQL Injection Vulnerabilities EXPLOIT-DB www.exploit-db.com Exploit

20121207 Multiple SQL Injection vulnerabilities in ClipBucket BUGTRAQ archives.neohapsis.com Exploit

88176 OSVDB osvdb.org

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.com

ClipBucket - Browse /ClipBucket v2 at SourceForge.net CONFIRM sourceforge.net Patch

ClipBucket Discussion Forums CONFIRM forums.clip-bucket.com Patch

88177 OSVDB osvdb.org

File Not Found MISC www.htbridge.com Exploit

88179 OSVDB osvdb.org

88180 OSVDB osvdb.org

ClipBucket CVE-2012-5849 Multiple SQL Injection Vulnerabilities BID www.securityfocus.com Exploit

88175 OSVDB osvdb.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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