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CVE CVE-2012-5854
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-19 12:10:00 UTC
Updated 2014-02-07 04:43:00 UTC
Description Heap-based buffer overflow in WeeChat 0.3.6 through 0.3.9 allows remote attackers to cause a denial of service (crash or |

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Flashtux Weechat 0.3.6 All All All

Application Flashtux Weechat 0.3.7 All All All

Application Flashtux Weechat 0.3.8 All All All

Application Flashtux Weechat 0.3.9 All All All

Application Flashtux Weechat 0.3.6 All All All

Application Flashtux Weechat 0.3.7 All All All

Application Flashtux Weechat 0.3.8 All All All

Application Flashtux Weechat 0.3.9 All All All

Reference Source
87279 OSvDB
[SECURITY] Fedora 17 Update: weechat-0.3.8-3.fc17 FEDORA
WeeChat Color Decoding Heap Buffer Overflow Vulnerability BID
Security Advisory SA51377 - SUSE update for weechat - Secunia SECUNIA
openSUSE-SU-2012:1580-1: moderate: weechat SUSE
[security-announce] openSUSE-SU-2013:0150-1: important: weechat SUSE
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Support / Security / Advisories / / MDVSA-2013:136 | Mandriva MANDRIVA

Support/Advisories/MGASA-2012-0330 - Mageia wiki CONFIRM
[SECURITY] Fedora 16 Update: weechat-0.3.8-3.fc16 FEDORA
[SECURITY] Fedora 18 Update: weechat-0.3.8-3.fc18 FEDORA
WeeChat :: security CONFIRM

oss-security - Re: CVE Request -- WeeChat (prior to 0.3.9.1): Heap-based buffer overflow when decoding IRC colors in strings ~ MLIST

WeeChat - Bugs: bug #37704, Crash or freeze when decoding IRC... [Savannah] CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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