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Summary

CVE CVE-2012-5875

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-18 11:48:00 UTC

Updated 2013-01-18 11:48:00 UTC

Description Firefly Media Server 1.0.0.1359 allows remote attackers to cause a denial of service (NULL pointer dereference) via a (1) crafted Connection HTTP header; a return carriage control character in the (2) Accept Language header, (3) User-agent header, (4) Host header, or (5) protocol version; or a (6) crafted HTTP protocol version.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fireflymediaserver Firefly Media Server 1.0.0.1359 All All All

Application Fireflymediaserver Firefly Media Server 1.0.0.1359 All All All

References

Reference Source Link

FireFly Mediaserver 1.0.0.1359 NULL Pointer Dereference EXPLOIT-DB www.exploit-db.com

20121219 Firefly MediaServer Multiple Remote DoS Vulnerabilities BUGTRAQ archives.neohapsis.com

File Not Found MISC www.htbridge.com

Firefly Media Server Null Pointer Dereference Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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