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Summary

CVE CVE-2012-5879

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-28 23:55:00 UTC

Updated 2013-03-29 14:18:00 UTC

Description An ActiveX control in McHealthCheck.dll in McAfee Virtual Technician (MVT) and ePO-MVT 6.5.0.2101 and earlier allows remote attackers to modify or create arbitrary files via a full pathname argument to the Save method.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Epo Mcafee Virtual Technician 1.0 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.4.0 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.7 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.8 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.9 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.4.0 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.7 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.8 All All All

Application Mcafee Epo Mcafee Virtual Technician 1.0.9 All All All

Application Mcafee Epo Mcafee Virtual Technician All All All All

Application Mcafee Mcafee Virtual Technician 6.3.0.1911 All All All

Application Mcafee Mcafee Virtual Technician 6.3.0.1911 All All All

Application Mcafee Mcafee Virtual Technician All All All All
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McAfee KnowledgeBase - McAfee Security Bulletin - McAfee MVT & ePO-MVT update fixes an "Escalation of Privileges" vulnerability CONFIRM

File Not Found MISC

McAfee Virtual Technician ActiveX Control Save() Function Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

McAfee Virtual Technician ActiveX Control 'Save()' Insecure Method Vulnerability BID

20130327 McAfee Virtual Technician ActiveX Control Insecure Method BUGTRAQ

91700 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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