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Cross-site scripting (XSS) vulnerability in the Flash component infrastructure in YUl 2.4.0 through 2.9.0 allows remote attac

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Yahoo Yui 2.4.0 All All All
Yahoo Yui 2.4.1 All All All
Yahoo Yui 2.5.0 All All All
Yahoo Yui 2.5.1 All All All
Yahoo Yui 252 All All All
Yahoo Yui 2.6.0 All All All
Yahoo Yui 2.7.0 All All All
Yahoo Yui 2.8.0 All All All
Yahoo Yui 2.8.1 All All All
Yahoo Yui 2.8.1 pri All All
Yahoo Yui 2.8.2 All All All
Yahoo Yui 2.9.0 All All All
Yahoo Yui 2.9.0 pr2 All All
Yahoo Yui 2.9.0 pr4 All All
Yahoo Yui 2.4.0 All All All
Yahoo Yui 241 All All All
Yahoo Yui 2.5.0 All All All
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Application Yahoo Yui 2.5.1 All All All

Application Yahoo Yui 252 All All All

Application Yahoo Yui 2.6.0 All All All

Application Yahoo Yui 2.7.0 All All All

Application Yahoo Yui 2.8.0 All All All

Application Yahoo Yui 2.8.1 All All All

Application Yahoo Yui 2.8.1 pri All All

Application Yahoo Yui 2.8.2 All All All

Application Yahoo Yui 2.9.0 All All All

Application Yahoo Yui 2.9.0 pr2 All All

Application Yahoo Yui 2.9.0 pr4 All All

Reference Source Link Tags

Post Mortem: SWF Vulnerability in YUI 2 - YUI Blog CONFIRM  www.yuiblog.com Vendor Advisory
YUI 'SWF' File Multiple Cross-Site Scripting Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

YUI Security Bulletin CONFIRM  yuilibrary.com Patch

Security Announcement: SWF Vulnerability in YUI 2 - YUI Blog CONFIRM  www.yuiblog.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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