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CVE CVE-2012-5959
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-31 21:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.4.0 All All All


https://cve.report/
https://cve.report/CVE-2012-5959/mitre
https://cve.report/CVE-2012-5959/nist
https://cve.report/CVE-2012-5959/cve_org
https://cve.report/api/cve/CVE-2012-5959.json
https://cve.report/CVE-2012-5959.pdf
http://cve.report/vendor/portable_sdk_for_upnp_project
http://cve.report/software/portable_sdk_for_upnp_project/portable_sdk_for_upnp

Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.4.1 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 142 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 143 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.4.4 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 145 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.4.6 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 147 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.0 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.1 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.10 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.11 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.12 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.13 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.14 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.15 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.16 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.2 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.3 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.4 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.5 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.6 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.7 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.8 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp 1.6.9 All All All
Application Portable Sdk For Upnp Project Portable Sdk For Upnp All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

tsd.dlink.com.tw/temp/PMD/12879/DSR-500_500N_1000_1000N_A1_Release_Notes FW_v1... af854a3a-2127-422b-

[R1] Debian MediaTomb (fork) Multiple Remote Vulnerabilities - Research Advisory | Tenable® af854a3a-2127-422b-
Cisco Security Advisory: Portable SDK for UPnP Devices Contains Buffer Overflow Vulnerabilities af854a3a-2127-422b-

openSUSE-SU-2013:0255-1: moderate: update for libupnp af854a3a-2127-422b-
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http://cve.report/software/na/n/a
http://tsd.dlink.com.tw/temp/PMD/12879/DSR-500_500N_1000_1000N_A1_Release_Notes_FW_v1.08B77_WW.pdf
https://www.tenable.com/security/research/tra-2017-10
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130129-upnp
http://lists.opensuse.org/opensuse-updates/2013-02/msg00013.html

LSU.UHTNK.COITLLW/LEITIP/ FIVID/ 1 £900/UOM- 10U_A I _AL_Reledse_INOLeS_rvv_VI1.Uuob44_Vvvvv.pal

community.rapid7.com/servlet/servlet.FileDownload

Vulnerability Note VU#922681 - Portable SDK for UPnP Devices (libupnp) contains multiple buffer overflows in SSDP

pupnp.sourceforge.net/ChangelLog

Debian -- Security Information -- DSA-2615-1 libupnp4

tsd.dlink.com.tw/temp/PMD/13039/DSR-250_250N_A1_A2_Release_Notes_FW_v1.08B44_W...

Debian -- Security Information -- DSA-2614-1 libupnp
community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
Support / Security / Advisories / / MDVSA-2013:098 | Mandriva
tsd.dlink.com.tw/temp/PMD/12960/DSR-150N_A2_Release_Notes_FW_v1.05B64_WW.pdf
libupnp Multiple Buffer Overflow Vulnerabilities

Information Security: Security Flaws in Univers... | SecurityStreet
Support/Advisories/MGASA-2013-0037 - Mageia wiki

CVE Program record

NVD vulnerability detail

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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http://tsd.dlink.com.tw/temp/PMD/12966/DSR-150_A1_A2_Release_Notes_FW_v1.08B44_WW.pdf
https://community.rapid7.com/servlet/servlet.FileDownload?file=00P1400000cCaFb
http://www.kb.cert.org/vuls/id/922681
http://pupnp.sourceforge.net/ChangeLog
http://www.debian.org/security/2013/dsa-2615
http://tsd.dlink.com.tw/temp/PMD/13039/DSR-250_250N_A1_A2_Release_Notes_FW_v1.08B44_WW_RU.pdf
http://www.debian.org/security/2013/dsa-2614
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
http://www.mandriva.com/security/advisories?name=MDVSA-2013:098
http://tsd.dlink.com.tw/temp/PMD/12960/DSR-150N_A2_Release_Notes_FW_v1.05B64_WW.pdf
http://www.securityfocus.com/bid/57602
https://community.rapid7.com/community/infosec/blog/2013/01/29/security-flaws-in-universal-plug-and-play-unplug-dont-play
https://wiki.mageia.org/en/Support/Advisories/MGASA-2013-0037
https://www.cve.org/CVERecord?id=CVE-2012-5959
https://nvd.nist.gov/vuln/detail/CVE-2012-5959
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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