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CVE CVE-2012-5975
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-12-04 23:55:00 UTC
Updated 2012-12-05 05:00:00 UTC

Description The SSH USERAUTH CHANGE REQUEST feature in SSH Tectia Server 6.0.4 through 6.0.20, 6.1.0 through 6.1.12, 6.2.0

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Application Ssh Tectia Server 6.0.10 All All All
Application Ssh Tectia Server 6.0.11 All All All
Application Ssh Tectia Server 6.0.12 All All All
Application Ssh Tectia Server 6.0.13 All All All
Application Ssh Tectia Server 6.0.14 All All All
Application Ssh Tectia Server 6.0.17 All All All
Application Ssh Tectia Server 6.0.18 All All All
Application Ssh Tectia Server 6.0.19 All All All
Application Ssh Tectia Server 6.0.20. All All All
Application Ssh Tectia Server 6.0.4 All All All
Application Ssh Tectia Server 6.0.5 All All All
Application Ssh Tectia Server 6.0.6 All All All
Application Ssh Tectia Server 6.0.7 All All All
Application Ssh Tectia Server 6.0.8 All All All
Application Ssh Tectia Server 6.0.9 All All All
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Application Ssh Tectia Server 6.1.0 All All All
Application Ssh Tectia Server 6.1.1 All All All
Application Ssh Tectia Server 6.1.12 All All All
Application Ssh Tectia Server 6.1.2 All All All
Application Ssh Tectia Server 6.1.3 All All All
Application Ssh Tectia Server 6.1.4 All All All
Application Ssh Tectia Server 6.1.5 All All All
Application Ssh Tectia Server 6.1.6 All All All
Application Ssh Tectia Server 6.1.7 All All All
Application Ssh Tectia Server 6.1.8 All All All
Application Ssh Tectia Server 6.1.9 All All All
Application Ssh Tectia Server 6.2.0 All All All
Application Ssh Tectia Server 6.2.1 All All All
Application Ssh Tectia Server 6.2.2 All All All
Application Ssh Tectia Server 6.2.3 All All All
Application Ssh Tectia Server 6.2.4 All All All
Application Ssh Tectia Server 6.2.5 All All All
Application Ssh Tectia Server 6.3.0 All All All
Application Ssh Tectia Server 6.3.1 All All All
Application Ssh Tectia Server 6.3.2 All All All
Reference Sou

(SSH.com Communications) SSH Tectia (SSH < 2.0-6.1.9.95 / Tectia 6.1.9.95) - Remote Authentication Bypass - Linux remote Exploit EXF

NEOHAPSIS - Peace of Mind Through Integrity and Insight FUL
metasploit-framework/tectia_passwd_changereq.rb at master - rapid7/metasploit-framework - GitHub MIS!
20121203 Re: SSH.com Communications SSH Tectia Authentication Bypass Remote Zeroday Exploit (king cope) FUL
CVE Program record CVE
NVD vulnerability detail NVL

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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