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Summary

CVE CVE-2012-5991

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-19 11:56:00 UTC

Updated 2013-01-30 05:00:00 UTC

Description screens/base/web_auth_custom.html on Cisco Wireless LAN Controller (WLC) devices with software 7.2.110.0 allows remote authenticated users to cause a denial of service (device reload) via a certain buttonClicked value in an internal webauth_type request, aka Bug ID CSCud50209.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 2000 Wireless Lan Controller All All All All

Hardware Cisco 2000 Wireless Lan Controller All All All All

Hardware Cisco 2100 Wireless Lan Controller All All All All

Hardware Cisco 2100 Wireless Lan Controller All All All All

Hardware Cisco 2500 Wireless Lan Controller - All All All

Hardware Cisco 2500 Wireless Lan Controller - All All All

Hardware Cisco 4100 Wireless Lan Controller All All All All

Hardware Cisco 4100 Wireless Lan Controller All All All All

Hardware Cisco 4400 Wireless Lan Controller All All All All

Hardware Cisco 4400 Wireless Lan Controller All All All All

Hardware Cisco 5500 Wireless Lan Controller - All All All

Hardware Cisco 5500 Wireless Lan Controller - All All All

Hardware Cisco 7500 Wireless Lan Controller - All All All

Hardware Cisco 7500 Wireless Lan Controller - All All All

Hardware Cisco 8500 Wireless Lan Controller - All All All

Hardware Cisco 8500 Wireless Lan Controller - All All All

Operating System Cisco Wireless Lan Controller Software 7.2.110.0 All All All
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Operating System Cisco Wireless Lan Controller Software 7.2.110.0 All All All

Operating System Cisco Wireless Lan Controller Software 7.2.110.0 All All All

References

Reference Source Link

Hak42 InfoSec: Cisco WLC CSRF, DoS, and Persistent XSS - CVE-2012-5992, CVE-2012-6007, CVE-2012-5991 MISC infosec42.blogspot.dk

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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