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Summary

CVE CVE-2012-6032

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-23 20:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Multiple integer overflows in the (1) tmh_copy_from_client and (2) tmh_copy_to_client functions in the Transcendent Memory (TMEM) in Xen 4.0, 4.1, and 4.2 allow local guest OS users to cause a denial of service (memory corruption and host crash) via unspecified vectors. NOTE: this issue was originally published as part of CVE-2012-3497, which was too general; CVE-2012-3497 has been SPLIT into this ID and others.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 4.0.0 All All All

Operating System Xen Xen 4.1.0 All All All

Operating System Xen Xen 4.2.0 All All All

Operating System Xen Xen 4.0.0 All All All

Operating System Xen Xen 4.1.0 All All All

Operating System Xen Xen 4.2.0 All All All

References

Reference

Security Announcements - Xen

oss-security - Xen Security Advisory 15 (CVE-2012-3497) - multiple TMEM hypercall vulnerabilities

IBM X-Force Exchange

Xen Transcendent Memory (TMEM) Multiple Flaws Lets Local Users on the Guest Operating System Gain Elevated Privileges on the Host - SecurityTracker

[Xen-announce] Xen Security Advisory 15 (CVE-2012-3497) - multiple TMEM hypercall vulnerabilities

Security Advisory SA55082 - Gentoo update for xen - Secunia

Gentoo Linux Documentation -- Xen: Multiple vulnerabilities

Xen: Multiple vulnerabilities (GLSA 201604-03) — Gentoo Security

https://cve.report/
https://cve.report/CVE-2012-6032/mitre
https://cve.report/CVE-2012-6032/nist
https://cve.report/CVE-2012-6032/cve_org
https://cve.report/api/cve/CVE-2012-6032.json
https://cve.report/CVE-2012-6032.pdf
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://wiki.xen.org/wiki/Security_Announcements#XSA-15_multiple_TMEM_hypercall_vulnerabilities
http://www.openwall.com/lists/oss-security/2012/09/05/8
https://exchange.xforce.ibmcloud.com/vulnerabilities/78268
http://www.securitytracker.com/id?1027482
http://lists.xen.org/archives/html/xen-announce/2012-09/msg00006.html
http://secunia.com/advisories/55082
http://security.gentoo.org/glsa/glsa-201309-24.xml
https://security.gentoo.org/glsa/201604-03


Xen 'TMEM hypercall' Multiple Security Vulnerabilities

Security Advisory SA50472 - Xen Multiple Denial of Service and Privilege Escalation Vulnerabilities - Secunia
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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