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Summary

CVE CVE-2012-6074

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 22:55:00 UTC

Updated 2023-02-13 04:37:00 UTC

Description Cross-site scripting (XSS) vulnerability in Jenkins before 1.491, Jenkins LTS before 1.480.1, and Jenkins Enterprise 1.424.x before 1.424.6.13, 1.447.x before 1.447.4.1, and 1.466.x before 1.466.10.1 allows remote authenticated users with write access to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudbees Jenkins 1.400 - lts All

Application Cloudbees Jenkins 1.424 - lts All

Application Cloudbees Jenkins 1.424.0.2 - enterprise All

Application Cloudbees Jenkins 1.424.0.4 - enterprise All

Application Cloudbees Jenkins 1.424.1.1 - enterprise All

Application Cloudbees Jenkins 1.424.2.1 - enterprise All

Application Cloudbees Jenkins 1.424.4.1 - enterprise All

Application Cloudbees Jenkins 1.424.5.1 - enterprise All

Application Cloudbees Jenkins 1.424.6.1 - enterprise All

Application Cloudbees Jenkins 1.424.6.11 - enterprise All

Application Cloudbees Jenkins 1.447 - lts All

Application Cloudbees Jenkins 1.447.1.1 - enterprise All

Application Cloudbees Jenkins 1.447.2.2 - enterprise All

Application Cloudbees Jenkins 1.447.3.1 - enterprise All

Application Cloudbees Jenkins 1.466.1.2 - enterprise All

Application Cloudbees Jenkins 1.466.2.1 - enterprise All

Application Cloudbees Jenkins 1.400 - lts All
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Application Cloudbees Jenkins 1.400 - lts All

Application Cloudbees Jenkins 1.424 - lts All

Application Cloudbees Jenkins 1.424.0.2 - enterprise All

Application Cloudbees Jenkins 1.424.0.4 - enterprise All

Application Cloudbees Jenkins 1.424.1.1 - enterprise All

Application Cloudbees Jenkins 1.424.2.1 - enterprise All

Application Cloudbees Jenkins 1.424.4.1 - enterprise All

Application Cloudbees Jenkins 1.424.5.1 - enterprise All

Application Cloudbees Jenkins 1.424.6.1 - enterprise All

Application Cloudbees Jenkins 1.424.6.11 - enterprise All

Application Cloudbees Jenkins 1.447 - lts All

Application Cloudbees Jenkins 1.447.1.1 - enterprise All

Application Cloudbees Jenkins 1.447.2.2 - enterprise All

Application Cloudbees Jenkins 1.447.3.1 - enterprise All

Application Cloudbees Jenkins 1.466.1.2 - enterprise All

Application Cloudbees Jenkins 1.466.2.1 - enterprise All

Application Cloudbees Jenkins All All All All

Application Jenkins Jenkins 1.400 All All All

Application Jenkins Jenkins 1.401 All All All

Application Jenkins Jenkins 1.402 All All All

Application Jenkins Jenkins 1.403 All All All

Application Jenkins Jenkins 1.404 All All All

Application Jenkins Jenkins 1.405 All All All

Application Jenkins Jenkins 1.406 All All All

Application Jenkins Jenkins 1.407 All All All

Application Jenkins Jenkins 1.408 All All All

Application Jenkins Jenkins 1.409 All All All

Application Jenkins Jenkins 1.409.1 All All All

Application Jenkins Jenkins 1.409.2 All All All

Application Jenkins Jenkins 1.409.3 All All All

Application Jenkins Jenkins 1.410 All All All

Application Jenkins Jenkins 1.411 All All All

Application Jenkins Jenkins 1.412 All All All

Application Jenkins Jenkins 1.413 All All All

Application Jenkins Jenkins 1.414 All All All

Application Jenkins Jenkins 1.415 All All All
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Application Jenkins Jenkins 1.416 All All All

Application Jenkins Jenkins 1.417 All All All

Application Jenkins Jenkins 1.418 All All All

Application Jenkins Jenkins 1.419 All All All

Application Jenkins Jenkins 1.420 All All All

Application Jenkins Jenkins 1.421 All All All

Application Jenkins Jenkins 1.422 All All All

Application Jenkins Jenkins 1.423 All All All

Application Jenkins Jenkins 1.424 All All All

Application Jenkins Jenkins 1.424.1 All All All

Application Jenkins Jenkins 1.424.2 All All All

Application Jenkins Jenkins 1.424.3 All All All

Application Jenkins Jenkins 1.424.4 All All All

Application Jenkins Jenkins 1.424.5 All All All

Application Jenkins Jenkins 1.424.6 All All All

Application Jenkins Jenkins 1.425 All All All

Application Jenkins Jenkins 1.426 All All All

Application Jenkins Jenkins 1.427 All All All

Application Jenkins Jenkins 1.428 All All All

Application Jenkins Jenkins 1.429 All All All

Application Jenkins Jenkins 1.430 All All All

Application Jenkins Jenkins 1.431 All All All

Application Jenkins Jenkins 1.432 All All All

Application Jenkins Jenkins 1.433 All All All

Application Jenkins Jenkins 1.434 All All All

Application Jenkins Jenkins 1.435 All All All

Application Jenkins Jenkins 1.436 All All All

Application Jenkins Jenkins 1.437 All All All

Application Jenkins Jenkins 1.447.1 All All All

Application Jenkins Jenkins 1.447.2 All All All

Application Jenkins Jenkins 1.466.1 All All All

Application Jenkins Jenkins 1.400 All All All

Application Jenkins Jenkins 1.401 All All All

Application Jenkins Jenkins 1.402 All All All

Application Jenkins Jenkins 1.403 All All All

Application Jenkins Jenkins 1.404 All All All
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Application Jenkins Jenkins 1.404 All All All

Application Jenkins Jenkins 1.405 All All All

Application Jenkins Jenkins 1.406 All All All

Application Jenkins Jenkins 1.407 All All All

Application Jenkins Jenkins 1.408 All All All

Application Jenkins Jenkins 1.409 All All All

Application Jenkins Jenkins 1.409.1 All All All

Application Jenkins Jenkins 1.409.2 All All All

Application Jenkins Jenkins 1.409.3 All All All

Application Jenkins Jenkins 1.410 All All All

Application Jenkins Jenkins 1.411 All All All

Application Jenkins Jenkins 1.412 All All All

Application Jenkins Jenkins 1.413 All All All

Application Jenkins Jenkins 1.414 All All All

Application Jenkins Jenkins 1.415 All All All

Application Jenkins Jenkins 1.416 All All All

Application Jenkins Jenkins 1.417 All All All

Application Jenkins Jenkins 1.418 All All All

Application Jenkins Jenkins 1.419 All All All

Application Jenkins Jenkins 1.420 All All All

Application Jenkins Jenkins 1.421 All All All

Application Jenkins Jenkins 1.422 All All All

Application Jenkins Jenkins 1.423 All All All

Application Jenkins Jenkins 1.424 All All All

Application Jenkins Jenkins 1.424.1 All All All

Application Jenkins Jenkins 1.424.2 All All All

Application Jenkins Jenkins 1.424.3 All All All

Application Jenkins Jenkins 1.424.4 All All All

Application Jenkins Jenkins 1.424.5 All All All

Application Jenkins Jenkins 1.424.6 All All All

Application Jenkins Jenkins 1.425 All All All

Application Jenkins Jenkins 1.426 All All All

Application Jenkins Jenkins 1.427 All All All

Application Jenkins Jenkins 1.428 All All All

Application Jenkins Jenkins 1.429 All All All

Application Jenkins Jenkins 1.430 All All All
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Application Jenkins Jenkins 1.431 All All All

Application Jenkins Jenkins 1.432 All All All

Application Jenkins Jenkins 1.433 All All All

Application Jenkins Jenkins 1.434 All All All

Application Jenkins Jenkins 1.435 All All All

Application Jenkins Jenkins 1.436 All All All

Application Jenkins Jenkins 1.437 All All All

Application Jenkins Jenkins 1.447.1 All All All

Application Jenkins Jenkins 1.447.2 All All All

Application Jenkins Jenkins 1.466.1 All All All

Application Jenkins Jenkins All All All All

References

Reference Source Link Tags

oss-security - Re: CVE request: Jenkins MLIST www.openwall.com

CloudBees: The Java PaaS Company CONFIRM www.cloudbees.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE-2012-6074 - Red Hat Customer Portal MISC access.redhat.com

Jenkins Security Advisory 2012-11-20 CONFIRM wiki.jenkins-ci.org Vendor Advisory

890612 – (CVE-2012-6074) CVE-2012-6074 Jenkins: cross-site scripting vulnerability MISC bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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