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Buffer overflow in the e1000_receive function in the e1000 device driver (hw/e1000.c) in QEMU 1.3.0-rc2 and other version
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Debian Debian Linux 6.0 All All All
Debian Debian Linux 6.0 All All All
Fedoraproject Fedora 16 All All All
Fedoraproject Fedora 17 All All All
Fedoraproject Fedora 18 All All All
Fedoraproject Fedora 16 All All All
Fedoraproject Fedora 17 All All All
Fedoraproject Fedora 18 All All All
Opensuse Opensuse 121 All All All


https://cve.report/
https://cve.report/CVE-2012-6075/mitre
https://cve.report/CVE-2012-6075/nist
https://cve.report/CVE-2012-6075/cve_org
https://cve.report/api/cve/CVE-2012-6075.json
https://cve.report/CVE-2012-6075.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse

Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.1 All All All
Operating System Opensuse Opensuse 12.2 All All All
Application Qemu Qemu All All All All
Application Qemu Qemu All All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Eus 5.9 All All All
Operating System Redhat Enterprise Linux Eus 6.4 All All All
Operating System Redhat Enterprise Linux Eus 5.9 All All All
Operating System Redhat Enterprise Linux Eus 6.4 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server Aus 5.9 All All All
Operating System Redhat Enterprise Linux Server Aus 6.4 All All All
Operating System Redhat Enterprise Linux Server Aus 5.9 All All All
Operating System Redhat Enterprise Linux Server Aus 6.4 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Application Redhat Virtualization 3.0 All All All
Application Redhat Virtualization 3.0 All All All
Operating System Suse Linux Enterprise Server 11 sp1 All All
Operating System Suse Linux Enterprise Server 11 sp1 All All
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Red Hat Customer Fortal

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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openSUSE-SU-2013:0636-1: moderate: xen: security and bugfix update Sl
USN-1692-1: QEMU vulnerability | Ubuntu U
Red Hat Customer Portal R
openSUSE-SU-2013:0637-1: moderate: xen: security and bugfix update Sl
[Qemu-devel] [PATCH] e1000: Discard oversized packets based on SBP|LPE M
[SECURITY] Fedora 17 Update: gemu-1.0.1-3.fc17 Fl
[SECURITY] Fedora 18 Update: gemu-1.2.2-2.fc18 Fl
Debian -- Security Information -- DSA-2608-1 gemu D
Bug 889301 — CVE-2012-6075 gemu: 1000 driver buffer overflow when processing large packets when SBP and LPE flags are disabled C
Red Hat Customer Portal R
Debian -- Security Information -- DSA-2619-1 xen-gemu-dm-4.0 D
oss-security - Re: CVE request: gemu e1000 emulated device gues-side buffer overflow M
[SECURITY] Fedora 16 Update: gemu-0.15.1-9.fc16 Fl
Red Hat Customer Portal R
Security Advisory SA55082 - Gentoo update for xen - Secunia S|
Gentoo Linux Documentation -- Xen: Multiple vulnerabilities G
Red Hat Customer Portal R
git.gemu.org Git - gemu.git/commitdiff M
[security-announce] SUSE-SU-2014:0446-1: important: Security update for S
Debian -- Security Information -- DSA-2607-1 gemu-kvm D
QEMU CVE-2012-6075 Buffer Overflow Vulnerability B
CVE Program record C
NVD vulnerability detail N
Kl | il

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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