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CVE Program / NVD first with legacy fallback
2014-02-15 14:57:00 UTC
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HP Linux Imaging and Printing (HPLIP) before 3.13.2 uses world-writable permissions for /var/log/hp and /var/log/hp/tmp, w

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Hp Linux Imaging And Printing Project 1.0 All All All
Hp Linux Imaging And Printing Project 2.0 All All All
Hp Linux Imaging And Printing Project 2.7.10 All All All
Hp Linux Imaging And Printing Project 3.10.2 All All All
Hp Linux Imaging And Printing Project 3.10.5 All All All
Hp Linux Imaging And Printing Project 3.10.6 All All All
Hp Linux Imaging And Printing Project 3.10.9 All All All
Hp Linux Imaging And Printing Project 3.11.1 All All All
Hp Linux Imaging And Printing Project 3.11.10 All All All
Hp Linux Imaging And Printing Project 3.11.3 All All All
Hp Linux Imaging And Printing Project 3.11.3a All All All
Hp Linux Imaging And Printing Project 3.11.5 All All All
Hp Linux Imaging And Printing Project 3.11.7 All All All
Hp Linux Imaging And Printing Project 3.12.10 All All All
Hp Linux Imaging And Printing Project 3.12.10 a All All
Hp Linux Imaging And Printing Project 3.12.11 All All All
Hp Linux Imaging And Printing Project 3.12.2 All All All
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Application Hp Linux Imaging And Printing Project 3.9.6 All All
Application Hp Linux Imaging And Printing Project 3.9.8 All All

Application Hp Linux Imaging And Printing Project All All All
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References

Reference Source
Download HP Linux Imaging and Printing from SourceForge.net CONFIRM
Comment #1 : Bug #1016507 : Bugs : HPLIP MISC
Comment #6 : Bug #1016507 : Bugs : HPLIP CONFIRM

894283 — (CVE-2012-6108) CVE-2012-6108 hplip: default permissions for /var/log/hp are too open CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/|

Link Tags
sourceforge.net
bugs.launchpad.net
bugs.launchpad.net
bugzilla.redhat.com
www.cve.org cano

nvd.nist.gov cano

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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