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AVUAGLAUNCNIPAN Certain versions of Bcron Exec from Bcron Project contain the
following vulnerability:

bcron-exec in beron before 0.10 does not close file descriptors
associated with temporary files when running a cron job, which allows
local users to modify job files and send spam messages by accessing
an open file descriptor.

CVE-2012-6110 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

(2) CONFIRM untroubled.org/bcron/NEWS

IBM X-Force Exchange € XF bcron-bcronexe-priv-esc(81383)

#686650 - bcron: CVE-2012-6110: beron file | Exploit | (© CONFIRM bugs.debian.org/cgi-
descriptors not closed - Debian Bug report logs [ Patch | bin/bugreport.cgi?bug=686650

bugs.debian.org

oss-sec: bcron: cron jobs get access to the temporary &3 MLIST [oss-security] 20130116 bcron: cron jobs
output files from all other jobs that are still running get access to the temporary output files from all
other jobs that are still running

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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